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0l-nl1-client.eth0.pcapng ~ o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

BEERE Q& DI BEEE
Oxd544 B30 -] Expression..  +
No. Time Source ~ Destination Protocol  Length Type Type Info
19 62.760778088 53 DNS 75 Standard query ©xd544 A www.unlp.edu.ar

544 A www.unlp.edu

Frame 21: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits) on interface ©
Ethernet II, Src: 00:00:00 aa:@0:10 (00:00:00:aa:00:10), Dst: 00:00:00_aa:00:11 (00:00:00:aa:00:11
Internet Protocol Version 4, Src: 46.9.0.53, Dst: 10.0.0.20
User Datagram Protocol, Src Port: 53, Dst Port: 59276
Domain Name System (response)
Transaction ID: @xd544
~ Flags: 0x8180 Standard query response, No error
= Response: Message is a response
Opcode: Standard query (0)
Authoritative: Server is not an authority for domain
Truncated: Message is not truncated
Recursion desired: Do query recursively

“vvvwv &

reserved (0)
Answer authenticated: Answer/authority portion was not authenticated by the server
Non-authenticated data: Unacceptable

Reply code: No error (@)

Questions: 1
Answer RRs: 2
Authority RRs: 2
Additional RRs: ©
~ Queries
» www.unlp.edu.ar: type A, class IN
~ Answer

© 7 Can the server do recursive queries? (dns.flags.recavail), 2 bytes Packets: 38 - Displayed: 2 (5.3%) Profile: Default
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40.0.0.2 198.41.0.4 163.10.0.65

400053 16.0.110 Comment

DNS: Standard query 0xd544 A www.unip.eduar

— ‘S(andavdguem 0xd544 A wowwun, 52 |
44097 ¢ tanderd query 01246 A o, ! 53 DNS: Standard query 0x1246 A www.unlp.edu.ar OPT

| gtanderd query response 0x1246 DNS: Standard query response 0x1246 A www.unlp.edu.ar

> 53

59276 -

tandard query response Oxd544 DNS: Standard query response Oxd544 A www.unlp.edu.ar

44097 - {53
4“4, Standard query Oxbbf4. ?‘* www.unlp.edu.ar OPT DNS: Standard query Oxbbf4 A www.unlp.edu.ar OPT
e sxandavdquery response (lxbbﬂl\\hwwunlp(du e DNS: Standard query response Oxbbf4 A www unlp.eduar .
e Sxandavd query 0x0e49 A wwwunlp edu a} oPT .5 DNS: Standard query 0x0e49 A www.unlp.edu.ar OPT
56303 e Standard query response 00649 v ipieciuar CNAME webnlp eduar A 163.10.072 OFT s DNS: Standard query response 0x0e49 A www.unlp.eduar

5 i i
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03-n18-dns-local eth0.pcapng ~ o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

BEORB Q¢ v kAEE e o E

B30 -] Expression..  +

No. Time Source Destination Protocol Length Type Type Info —
6 36.137155307 40.0.0.2 40.0.0.53 DNS 75 Standard query ©xd544 A www.unlp.edu.ar
9 36.139260383 A 53 198.41 4 DNS 98 Standard query ©x1246 A www.unlp.ed r OPT
11 36.139800992 40.0.0.53 198.41.0.4 DNS 82 Standard query ©x0911 NS <Root> OPT
12 36.139938909 198.41.0.4 40.0.0.53 DNS 291 Standard query response 0x@911 NS <Root> NS a.root
13 36.140242874 40.0.0.53 16.0.1.10 DNS 98 standard query ©xbbf4 A www.unlp.edu.ar OPT
14 36.140517654 16.0.1.10 40.0.0.53 DNS 189 Standard query response 0xbbf4 A www.unlp.edu.ar N¢
15 36.141081309 40.0.0.53 163.10.0.65 DNS 98 Standard query ©x0e49 A www.unlp.edu.ar OPT

Frame 10: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface ©
Ethernet II, Src: 00:00:00_aa:@0:0e (00:00:00:aa:00:0e), Dst: ©0:00:00_aa:00:19 (00:00:00:a:
Internet Protocol Version 4, Src: 198.41.0.4, Dst: 40.0.0.53
User Datagram Protocol, Src Port: 53, Dst Port: 44897
Domain Name System (response)
Transaction ID: ©x1246
~ Flags: 0x8000 Standard query response, No error
Response: Message is a response
Opcode: Standard query (0)
Authoritative: Server is not an authority for domain
Truncated: Message is not truncated
Recursion desired: Don't do query recursively

9)

“vvvwv &

Z: reserved (0)
Answer authenticated: Answer/authority portion was not authenticated by the server
. Non-authenticated data: Unacceptable

... .... 0000 = Reply code: No error (0)

© 7 Canthe server do recursive queries? (dns.flags.recavail), 2 bytes Packets: 43 - Displayed: 28 (65.1%) Profile: Default
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40.0.0.53 16.0.1.10 163.10.0.65

198.41.0.4 16.0.20.11 Comment

i1y S ey 8004 Ay, ON:Standrd qury 048004 A vl duar OFT

saya (Standard queny response 0GB00A. | 5

i Standard query 0437 A www.unlp eduar OPT

— ONS: St ey O3 A i OFT

i ONS:Standrd aery rspons 08004 A vl e
50577 |Standard query response 0x4f37 A wviwunlp.edu.ar NS nsl.riueduar
i

> 53

DNS: Standard query response 0437 A www.unlp.eduar

53

i i
: Standard query 0x66a7 A www.unlp.edu.af OPT DNS: Standard query Ox66a7 A www.unlp eduar OPT

51767 - ‘ : i

51767 b Standard query response 0x66a7 A wnulp edar NS anublsulp eduar A 163,10.065 OFT = DNS: Standard query response OxG6a7 A winw.unlp.eduar
6757 | : Standrd quey O A winnlpeduar OFT ; . s DN: Standard query Oxcecl A www.unlp.eduar OPT
e Standard query response Oxcec] A wiwunlp et ar CNAME web unlp ecu.ar A 163.10.0.72 OPT | DNS: Stanard query response Oxcec Awwiwanlp eduar
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40.0.053

| Standard query 0x1246 A www.unip.eduar OP

sa0gy Siandard query esponse 0x1246 Avwwunlpe

16.0.1.10

198.41.0.4 163.10.0.65

44097 ¢ 53

Standard query 0xbbf4 A veww.unlp edu.ar OPT

am1a1

o "SJandavd query response Oxbbfd A www.unlp.edu.r NS anubis unlp.edu.ar NS nsLriu.eduar A 16.0.

I
: | Standard query 0x0e49 A v unlp.edu.ar OPT

56909

Standerd query responde 040249 A www.unlp,edu ar CNAME web unlp.edsar A 163.10.0.72 OPT

56309 e

Comment

DNS: Standard query 0x1246 A wwwunp.edu.ar OPT
DNS: Standard query esponse 01246 A www.unlp edur
DNS: Standard query Oxb£4 A wwiwunlp.ec.ar OPT
DNS: Standard query response Oxbbf4 A wikunlp.eduar
DNS: Standard query 0x0e49 A wwwnip.edu.ar OPT

DNS: Standard query response 0x0e49 A www.unlp.cdu.ar
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03-n18-dns-local eth0.pcapng ~ o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

BERRB Q¢ > KAEE 0o @ E

B30 -] Expression..  +

No. Time Source Destination Protocol Length Type Type Info E

6 36.137155307 40.0.0.2 40.0.0.53 DNS 75 Standard query ©xd544 A www.unlp.ed

9 36.139260383 40.0.0.53 198.41.0.4 DNS 98 Standard query ©x1246 A www.unlp.ed

10 36.139618027 198.41.0.4 40.0.0.53 DNS 182 Standard query response 0x1246 A

11 36.139800992 40.0.0.53 198.41.0.4 DNS 82 Standard query ©0x0911 NS <Root> OPT

12 36.139938909 198.41.0.4 40.0.0.53 DNS 291 Standard query response ©x0911 NS <

13 36.140242874 40.0.0.53 16.0.1.10 DNS 98 Standard query ©xbbf4 A www.unlp.ed

14 36.140517654 16.0.1.10 40.0.0.53 DNS 189 Standard query response 0Oxbbf4 A

15 36.141081309 A 163.10.0.65 DNS 98 Standard query ©x0e49 A www.unl|

Standard

. 0
» Frame 16: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits) on interface @ -
» Ethernet II, Src: 00:00:00_aa:00:0e (00:00:00:aa:00:0e), Dst: 00:00:00_aa:00:19 (00:00:00:aa:
» Internet Protocol Version 4, Src: 163.10.0.65, Ds 40.0.0.53
» User Datagram Protocol, Src Port: 53, Dst Port: 56909
~ Domain Name System (response)

Transaction ID: ©x0e49
» Flags: 0x8400 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: ©
Additional RRs: 1
» Queries
~ Answers

» Additional records ~
© 7 Textitem (text), 16 bytes Packets: 43 - Displayed: 28 (65.1%) Profile: Default
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03-n18-dns-local eth0.pcapng ~ o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

BERE Q<D ¢ ¢ e uE
B30 -] Expression..  +
No. Time Source Destination Protocol  Length Type Type Info =
6 36.137155307 40.0.0.2 40.0.0.53 DNS 75 Standard query 0xd544 A www.unlp.edu.ar
9 36.139260383 DNS 98 Standard query 0x1246 A www.unlp.edu.ar OPT

“vvvwv &

11 36.139800992  46.0.6.53 198.41. DNS 82 Standard query ©x0911 NS <Root> OPT

12 36.139938909  198.41.0.4  40.0.0.53 DNS 291 Standard query response 0x8911 NS <Root> NS a.ro

13 36.140242874  40.0.0.53 16.0.1.10 DNS 98 Standard query ©xbbf4 A www.unlp.edu.ar OPT

14 36.140517654  16.0.1.10 40.0.0.53 DNS 189 Standard query response 0xbbfa A www.unlp.edu.ar

15 36.141081309  40.0.0.53 163.10.0.65  DNS 98 Standard query ©x0e49 A www.unlp.edu.ar OPT

16 36 14126A9A1 163 1A A A5 4R A A 53 nNs 148 Standard_aiery resnonse AxAed9 A was unln_ edi ar =
Frame 10: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface 0 B

Ethernet IT, Src: ©0:00:00_aa:00:0c (00:00:00:aa:00:0e), Dst: 00:00:00_aa:00:19 (00:00:00:aa
Internet Protocol Version 4, Src: 198.41.0.4, Dst: 40.0.0.53
User Datagram Protocol, Src Port: 53, Dst Port: 44097
Domain Name System (response)
Transaction ID: 0x1246
» Flags: 0x8000 Standard query response, No error
Questions: 1
Answer RRs: ©
Authority RRs: 2
Additional RRs: 3
» Queries
~ Authoritative nameservers
» ar: type NS, class IN, ns b.dns.ar

19)

nal records
» a.dns.ar: type A, class IN, addr 16.0.1.10
» b.dns.ar: type A, class IN, addr 16.0.1.11 -
© 7 Textitem (text), 16 bytes Packets: 43 - Displayed: 28 (65.1%) Profile: Default
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0l-nl1-client.eth0.pcapng ~ o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4@ BORB Q¢ v kAEEH e o E
Expression..

Time Source Destination  Protocol Length Type Type Info
19 62.760778088 10.0 40.0 53 DNS 75 Standard query ©xd544 A www.
d544 A www.unlp CNAME.

» Frame 21: 152 bytes on wire (1216 bits), 152 bytes captured (1216 bits) on interface 0
» Ethernet IT, Src: ©0:00:00_aa:00:10 (00:00:00:aa:00:10), Dst: 00:00:00_aa:00:11 (00:00:00:aa:00:11]
» Internet Protocol Version 4, Src: 40..0.53, Dst: 10.0.0.20
»

User Datagram Protocol, Src Port: 53, Dst Port: 59276
Domain Name System (response)
Transaction ID: Oxd544
» Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: 2
Additional RRs: ©
~ Queries
» www.unlp.edu.ar: type A, class IN
~ Answers

» Authoritative nameservers

[Request In: 19]
[Time: 0.007732363 seconds]

© 7 Textitem (text), 16 bytes Packets: 38 - Displayed: 2 (5.3%) Profile: Default
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0l-nl1-client.eth0.pcapng ~ o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4@ BORB Q¢ v kAEEH e o E
Moo — A ] epresson. +

No. Time Source Destination Protocol Length Type Type Info
7 50.103103648 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x5ee5197e
r 10 51.104710245 10.0.0.1 10.0.0.20 DHCP 342 DHCP offer - Transaction ID ©xS5ee5197e

11 51.105084922

255.255.255.255 DHCP 342 DHCP Request - Transaction ID 0x5ee5197e

Hardware address length: 6 -
Hops: ©
Transaction ID: ©x5ee5197e
Seconds elapsed: 0
» Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0
Your (client) IP address: 10.0.0.20
Next server IP address: 10.0.0.1
Relay agent IP address: 0.0.0.0
Client MAC address: O ©_aa:00:11 (00:00:00:aa:00:11)
Client hardware address padding: ©90600009000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
(53) DHCP Message Type (ACK)
(54) DHCP Server Identifier
(51) TP Address Lease Time
(1) Subnet Mask
(3) Router
(15) Domain Name

© 7 Option 6: Domain Name Server (bootp.option.domain_name_server), 4 bytes Packets: 38 - Displayed: 4 (10.5%) Profile: Default
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e s e
» [Expert Info (Chat/Sequence): GET /imgs/logo.png HTTP/1.1\r\n]
Request Method: GET
Request URT: /ings/logo.png
Request Version: HTTP/1.1
Host: www.unlp.edu.ar\rin

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:73.0) Gecko/20100101 Firefox/73.0\r\n

Accept-Language: es-AR,es;q=0.8, en-US;4=0.5, e
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n

Referer: http://wai.unlp.edu.ar/index2. htnl\r\n
\r\n
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e
» [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\nl

Status Code: 200
[status Code Description: 0K
Response Phrase: OK
Date: Wed, 14 Apr 2021 11:41:50 GHT\r\n
Server: Apache/2.4.29 (Ubuntu)\r\n
Last-Modified: Wed, 14 Apr 2021 11:39:55 GHT\r\n
ETag: "bg-5bfed34b4gbg4™\r\n
Accept-Ranges: bytes\r\n
» Content-Length: 184\r\n
Keep-Alive: timeout=5, max=100\r\n
Connection: Keep-Alive\r\n
\r\n
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» [Expert Info (Chat/Sequence): GET /index2.html HTTP/1.1\r\nl

Request Method: GET
Request URT: /index2.html
Request Version: HTTP/1.1
Host: www.unlp.edu.ar\rin
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:
Accept: text/html,application/xhtmlsxnl,application/xnl
Accept-Language: es-AR,es;q=0.8,en-US;g=0.5, en;q=0.3\r\n
Accept-Encoding: gzip, deflate\r\n

Connection: keep-alive\r\n

If-Modified-Since: Wed, 14 Apr 2021 11:39:55 GHT\r\n
If-None-atch: "b8-5bfed34bagbsa™\r\n
Cache-Control: max-age=o\r\n

\r\n

3.0) Gecko/20100101 Firefox/73.0\r\n
.9, inage/webp, */+;q=0.8\r\n
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» [Expert Info (Chat/Sequence): HTTP/1.1 484 Not Found\r\n]
Response Version: HTTP/1.1
Status Code: 404
[status Code Description: Not Found]
Response Phrase: Not Found
Date: Wed, 14 Apr 2021 11:41:50 GHT\r\n
Server: Apache/2.4.29 (Ubuntu)\r\n
» Content-Length: 277\r\n
Keep-Alive: timeout=5, max=97\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html; charse

50-8859-1\r\n
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» Frame 594: 245 bytes on wire (1960 bits), 245 bytes captured (1960 bi
» Ethernet II, Src: 00:00:00_aa:00:1a (00:00:00:2a:00:1a), Dst: 36:f0:91
» Internet Protocol Version 4, Src: host163-10-0-72.cespi.unlp.edu.ar (1
» Transmission Control Protocol, Src Port: http (89), Dst Port: 39796
A e e,
» [Expert Info (Chat/Sequence): HTTP/1.1 384 Not Modified\r\nl
Response Version: HTTP/1.1
Status Code: 304
[status Code Description: Not Modified
Response Phrase: Not Modified
Date: Wed, 14 Apr 2021 11:41:54 GHT\r\n
Server: Apache/2.4.29 (Ubuntu)\r\n
Connection: Keep-Alive\r\n
Keep-Alive: timeout=5, ma
ETag: "bg-5bfed3db4gbga™\r\n
\r\n

5\r\n
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A arp.pcapng -+
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 4@ AERE Q< >IKIEZEOO00E
Open a capture file
(RTApply a display filter ... <Ctrl-/> =3 -] Expression...
No. Time Source Destination Protocol Length Info
10.000000000 00:00:00 aa Broadcast ARP 42 Who has 10.0.0.17 Tell 10.6.0.20 -

10

is at 00:00:00

000019581 00:11 ARP

191 Standard query response 0xd962 A .

805943034

~ Ethernet II, Src: 00:00:00 aa:00:11 (80:00:00
» Destination: 80:00:00 aa:0:10 (00:00:00:aa:
» Source: 00:00:00 aa:8:11 (00:00:09:aa:00:11)
Type: IPvd (0x08G0)
» Internet Protocol Version 4, Src: 10.0..20, Dst: 40.8.0.53
» User Datagram Protocol, Src Port: 33972, Dst Port: 53
~ Domain Name System (query)
Transaction ID: 0xd962
» Flags: 6x0120 Standard query
Questions: 1
Answer RRs: 0
Authority RRs: @
Additional RRs: 1
~ Queries
» waw.unlp.edu.ar: type A, class IN
» Additional records

Response In: 4
0060 00 00 00 aa 00 10 60 00 00 aa 00 11 08 00 45 00 E

00:11), Dst: 00:00:00 aa:00:10 (00:00:00:aa:00:10)
:10)

© 7 arp.pcapng . Displayed: 6 (100.0%) Profile: Default
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A arp2.pcapng -+ x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am I OHRE QA <> IYKIAS OOE
(RTApply a display filter ... <Ctrl/> =3 ] Expression...  +
No. Time Source Destination Protocol Length Info =

13 85.481122701 fe80: :54fh:68F: fed.. 702 ICMPVE 70 Router Solicitation f

14 157875544870 00:00:00 aa:00:1a dcast ARP 42 Who has 10.0.0.217 Te

15 157.875592232 00:00:00 aa:00:1b  00:00:00 aa:00:1a  ARP 4216.6.0.21 is at 00:00

16 157.875597307 10.0.0.20 10.6.6.21 ICMP 98 Echo (ping) request

17 157.875612414 10.0.0.21 10.6.6.20 ICMP 98 Echo (ping) reply

18 158.888905068 10.0.0.20 10.6.6.21 ICHP 98 Echo (ping) request -
‘ >

» [Frame 14: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
~ Ethernet II, Src: 00:00:00 aa:00:1a (00:00:00:aa:00:1a), Dst: Broadcast (ff:ff:ff:ff:ff:ff
» Destination: Broadcast (Tf:ff:ff:ff:ff:ff)
» Source: 00:00:00 aa:09:1a (00:00:09:aa:00:1a)
Type: ARP (0x0806)
~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (6x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: 00:00:00 aa:
Sender IP address: 10.6.0.20
Target MAC address: 60:00:00 00:00:00 (80:00:00:00:00:00
Target IP address: 10.0.6.21

o0 ff ff ff ff ff ff CCHCCHNCEIEENCEIEE 08 06 00 01 - -] E

© 7 Ready to load or capture Packets: 24 - Displayed: 24 (100.0%) Profile: Default
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» Frame 4: 432 bytes on wire (3456 bits), 432 bytes captured (3456 bits) on interface vetha.l.bc,
» Ethernet II, Src: 36:f0:9f:a9:c7:a2 (36:10:9f:a9:c7:a2), Dst: 00:00:00_aa:00:1a (00:00:00:aa:00:
» Internet Protocol Version 4, Src: 10.0.0.50 (10.0.0.50), Dst: host163-10-0-72.cespi.unlp.edu.ar
>
v

v

» [Expert Info (Chat/Sequence): GET /index2.html HTTP/1.1\r\n]
Request Method: GET
Request URI: /index2.html
Request Version: HTTP/1.1
Host: www.unlp.edu.ar\r\n
User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:73.0) Gecko/20100101 Firefox/73.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,%*/%;q=0.8\r\n
Accept-Language: es-AR,es;q=0.8,en-US;g=0.5,en;q=0.3\r\n
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n
Upgrade-Insecure-Requests: 1\r\n
\r\n





