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Preface

Welcome to the proceedings of the 13th Conference on Cloud Computing, Big Data
& Emerging Topics (JCC-BD&ET 2025), held in a hybrid modality (both on-site and
live online settings were allowed). JCC-BD&ET 2025 was organized by the I1I-LIDI
and the Postgraduate Office, both from School of Computer Science of the National
University of La Plata.

Since 2013, this event has been an annual meeting where ideas, projects, scientific
results and applications in the cloud computing, big data and other related areas are
exchanged and disseminated. The conference focuses on the topics that allow
interaction between academia, industry, and other interested parties.

JCC-BD&ET 2025 covered the following topics: high-performance, edge and fog
computing; internet of things; modelling and simulation; big and open data; machine
and deep learning; smart cities; e-government; human-computer interaction;
visualization; and special topics related to emerging technologies. In addition, special
activities were also carried out, including 1 plenary lecture and 2 discussion panel.

Special thanks to all the people who contributed to the conference's success: program
and organizing committees, authors, reviewers, speakers, and all conference attendees.

June 2025

Marcelo Naiouf
Franco Chichizola
Laura De Giusti
Leandro Libutti
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Development and Implementation of an
AWS-Based Platform for Automated Prediction
of Antibiotic Resistance from Mass Spectrometry
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moises.intech@gmail.com, xaviera.lopez.c@l@gmail.com

Abstract. Antimicrobial resistance (AMR) is a growing threat to global
public health, yet few studies have addressed the deployment of intel-
ligent systems for its early prediction in clinical settings. This work
presents the development and deployment of a cloud-based web plat-
form that leverages artificial intelligence to predict bacterial resistance
using MALDI-TOF mass spectrometry data.

The system was developed using a modular architecture deployed on
Amazon Web Services (AWS), combining serverless components and ded-
icated instances for efficient and scalable operation. A total of 316 clinical
isolates of Escherichia coli were collected from the Regional Hospital of
Talca, Chile, between 2022 and 2023. A benchmarking analysis compar-
ing CatBoost, XGBoost, and LightGBM was conducted to select the
most effective boosting algorithm.

The best performance was achieved with Catboost for the Ciprofloxacin
case, reaching an AUROC and AUPRC of 0.91. Results for Ceftriax-
one were slightly lower, likely due to class imbalance. These outcomes
highlight the robustness of boosting models even under real-world data
constraints.

The entire platform was deployed on Amazon Web Services (AWS) us-
ing a modular serverless architecture, enabling scalability, cost-efficiency,
and easy integration into hospital workflows. This study demonstrates
the feasibility of integrating Al-powered prediction systems into clinical
environments to support timely and data-driven antimicrobial resistance
management.

Keywords: Machine learning - Antibiotic resistance - Intelligent systems - AWS
Cloud.
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1 Introduction

Antimicrobial resistance (AMR) constitutes one of the most global public health
threats and has been classified by the World Health Organization as an urgent
health crisis of the 21st century [20]. This growing challenge compromises the
effectiveness of standard treatments for common bacterial infections, leading to
increased morbidity and mortality, as well as significantly elevated healthcare
costs [9, 23]. The proliferation of multidrug-resistant bacteria has been fueled
by multiple factors, including the indiscriminate use of antibiotics, improper
practices in both clinical and community environments, and the absence of diag-
nostic tools capable of guiding timely and accurate treatment decisions [15]. In
this context, the development of technological solutions that can anticipate resis-
tance patterns and support early-stage antibiotic therapy selection has become
a global priority.

Mass spectrometry, particularly the MALDI-TOF (Matrix-Assisted Laser
Desorption/Ionization Time-of-Flight) technique, has recently emerged as a trans-
formative tool in the rapid identification of microorganisms [8]. Its capacity to
produce protein spectra in a matter of seconds has revolutionized microbiological
diagnostics in clinical laboratories. Nevertheless, the full potential of this tech-
nology is unlocked when it is combined with machine learning (ML) techniques.
These computational models are capable of processing large volumes of spectral
data and identifying subtle patterns associated with bacterial resistance mech-
anisms that are not evident using traditional diagnostic methods [24]. Recent
studies have demonstrated that this synergy between mass spectrometry (MS)
and machine learning not only improves diagnostic precision but also signifi-
cantly reduces the time required to determine resistance profiles [4, 12, 16-18|.

The integration of intelligent systems into hospital workflows further am-
plifies these benefits by automating key clinical tasks, such as sample analysis,
antibiotic selection, and early detection of resistant strains [22]. These systems
also enable centralized access to relevant clinical information, enhance treatment
traceability, and support evidence-based decision-making [13]. Collectively, such
improvements contribute to alleviating the workload of healthcare professionals
while optimizing the use of institutional resources.

In this context, we present the design, implementation, and deployment of
a cloud-based web platform that leverages artificial intelligence to predict an-
timicrobial resistance. This computational solution, fully deployed on cloud in-
frastructure, enables the automated processing of bacterial samples and delivers
real-time resistance predictions based on supervised learning models trained on
clinical data. This study focused specifically on the bacterial species Escherichia
coli and the antibiotics ciprofloxacin and ceftriaxone, which are commonly used
in clinical practice. To select the most accurate predictive model, a benchmark-
ing analysis of state-of-the-art gradient boosting algorithms, specifically XG-
Boost, Light GBM, and CatBoost was performed. The platform architecture was
implemented in Amazon Web Services (AWS) and follows a modular, secure,
and scalable design, incorporating features such as role-based access control,
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asynchronous task processing, and extensible predictive components tailored for
practical use in healthcare environments.

2 State of the Art

The development of digital platforms to support clinical decision-making through
machine learning (ML) has advanced significantly in recent years. In the con-
text of antimicrobial resistance (AMR), multiple approaches have emerged that
incorporate modern technologies such as cloud computing, serverless inference,
and web-based visualization.

One of the pioneering tools in this domain is ResFinder [25], a web service
designed to detect acquired AMR genes from whole-genome sequencing data.
While its approach is not predictive, it stands out for providing an accessible
interface to professionals without requiring bioinformatics expertise.

Another notable system is ResistanceOpen [19], a web-based platform that
aggregates and visualizes regional AMR patterns using publicly available data
sources. Although it lacks predictive capabilities, it shares with Mindslab the
vision of providing a user-friendly and clinically useful web interface.

Regarding the use of ML with mass spectrometry data, recent studies have
demonstrated the potential of combining MALDI-TOF MS with predictive mod-
els. For instance, Oviafio et al. [21] accelerated the detection of AMR in blood
cultures through an optimized MALDI-TOF protocol, but without integration
into a web interface or cloud-native environment.

From a technological standpoint, the Serverless on FHIR architecture [10]
offers a modular, cloud-native deployment of ML models using AWS Lambda
and integration with FHIR-based clinical data systems. This architecture enables
automatic scaling, cost reduction, and compliance with security standards—all
characteristics adopted by Mindslab.

Generic bioinformatics platforms such as Bio-OS [11] and gcMeta [6] have
shown the benefits of cloud-based, reusable ecosystems for biological data anal-
ysis. However, they lack clinical specialization and real-time prediction features.

Despite these advances, no previous work integrates real-time AMR pre-
diction from MALDI-TOF spectra with a serverless deployment model and an
intuitive web-based user interface. Therefore, the present platform, Mindslab,
represents a novel contribution at the intersection of predictive analytics, micro-
biology, and scalable software architecture.

3 Materials and Methods

3.1 Data

In the present study, mass spectrometry data consisting of a collection of MALDI-
TOF mass spectrometry data from FEscherichia coli bacteria gathered at the
Regional Hospital of Talca, Chile, from September 2022 to July 2023 was used.
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These samples originated from various clinical sources (urine, respiratory se-
cretions, wound secretions, surgical wounds, bone fragments, abscesses, blood
cultures, sterile fluids, among others), obtained from patients within the health-
care network. Each sample was cultured on commercial media such as Columbia
Agar and MacConkey Agar (VALTEK, Santiago, Chile) to promote bacterial
growth and incubated at 37 °C for 24 hours. Bacterial colonies were collected
and subjected to species identification using the VITEK®MS mass spectrome-
ter (Biomerieux, Paris, France).

For susceptibility testing, the Kirby-Bauer disk diffusion method was em-
ployed using Muller Hinton II plates (VALTEK, Santiago, Chile). Each bacterial
colony was adjusted to a concentration of 0.5 McFarland standard and exposed
to various antibiotics. The results were visually assessed by measuring inhibi-
tion zone diameters for each antibiotic following the guidelines provided in the
"Performance Standards for Antimicrobial Susceptibility Testing" CLSI M100
ED33:2023.

Preproccessing To prepare the dataset suitable for machine learning algo-
rithms, preprocessing of the mass spectra obtained from the VITEK®MS equip-
ment was initially required [17]. Briefly, the instrument performs baseline re-
moval, smoothing, and peak detection, resulting in a summarized spectrum of
approximately 200 m/z peaks distributed between 2,000 Da and 12,000 Da.
To obtain fixed-length vectors, mass spectra were discretized using a binning
process, which involves grouping measured mass values into discrete ranges or
"bins," where the representative value corresponds to the mean intensity within
each bin. Binning was applied within the range of 2,000 to 10,000 Da with a
bin size of 5 Da, ensuring an appropriate distribution of mass peaks. In addition
to spectral processing, each spectrum needed to be linked to its corresponding
antibiotic resistance labels derived from antimicrobial susceptibility tests using a
unique numerical code associating the laboratory report with the spectrum pro-
vided by the VITEK®MS instrument. Table 1 shows the number of available
samples for the current case study, focusing on the bacterium FEscherichia coli,
selected for its clinical relevance, the quantity of available samples, and its in-
clusion within critical research interest groups as indicated by the World Health
Organization [20].

Table 1. Class distribution (resistant vs. susceptible) of E. coli samples for each an-
tibiotic under study: Ciprofloxacin and Ceftriaxone.

Bacteria Antibiotic Resistant Susceptible
Ciprofloxacin 107 145
Ceftriaxone 46 162

FEscherichia coli
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3.2 Machine learning models and performance metrics

For the development of the models used in the AWS platform, a benchmark-
ing analysis among the following gradient boosting algorithms, XGBoost, Light-
GBM, and CatBoost, was implemented. In this new study, we decided to explore
alternative gradient boosting algorithms based on the findings of our previous
work [17], where CatBoost emerged as the most effective predictor for antimicro-
bial resistance. Motivated by these results, we extended the analysis to include
a comparative evaluation of other state-of-the-art boosting algorithms such as,
XGBoost and Light GBM with the aim of validating or potentially improving
upon the performance achieved with CatBoost.

The performance comparison among XGBoost, Light GBM, and CatBoost
was conducted using cross-validation and evaluated through key metrics, in-
cluding the Area Under the Precision-Recall Curve (AUPRC), training time,
and model interpretability. To optimize the model configuration, 10-fold cross-
validation was used within a Bayesian hyperparameter search. During this hyper-
parameter search, the AUPRC was optimized. This metric is calculated based on
precision and recall, focusing on the positive class, which makes it the ideal met-
ric for accurately evaluating binary classification models in imbalanced data en-
vironments. The optimized parameters were ‘iterations‘, ‘depth‘, ‘12 leaf reg,
and ‘learning rate‘. Additionally, to further improve model accuracy, the re-
cursive feature elimination with cross-validation (RFECV) method was imple-
mented.

This approach enabled the automatic selection of the optimal set of relevant
features for each of the studied cases. The RFECV process involved iteratively
assessing the relevance of features using a base model, eliminating the least
informative ones, and validating the model’s performance through stratified 10-
fold cross-validation. This procedure was integrated as a preliminary step prior
to the hyperparameter search, ensuring that the optimal configurations were
applied only to the features selected by RFECV.

Finally, the resulting models were saved in .pkl format, which is characterized
by its easy integration with popular libraries (i.e. Scikit-learn and TensorFlow),
fast loading via pickle or joblib, and compatibility with complex structures such
as pipelines and preprocessors. Additionally, it allows compact storage in bi-
nary format, optimizing memory usage and reducing transfer time in web-based
systems.

3.3 AWS Architecture

The platform stack leverages serverless, cloud-native services provided by Ama-
zon Web Services (AWS). This section first describes the infrastructure (Figure 1
and Table 2) and then explains how the design achieves modularity, security, and
scalability.

Figure 1 illustrates the cloud architecture of the MindsLab platform, built on
AWS services. The architecture follows a three-layered structure that organizes
its functionality: the presentation layer delivers a single-page application and
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handles user interactions; the API and processing layer orchestrates synchronous
requests and asynchronous processing through API Gateway and Lambda func-
tions; and the data and model layer manages the storage of raw data, metadata,
and clinical metrics, as well as the execution of inference models. This layered
design enables scalable deployment, modular development, and efficient system
maintenance.

Table 2 summarizes the AWS services integrated into the platform and their
specific roles within the system architecture. By leveraging these services, the
platform ensures high availability, scalability, and operational efficiency in ex-
ecuting core tasks, including machine learning inference, clinical data manage-
ment, user authentication, and system monitoring.

Users Route 53
Mindslab_cl

Reatt JS

GitHub Cloudfront DynamoDB RDS

Figure 1. High-level cloud architecture of the MindsLab platform. The architecture
follows a three-layer structure: (L1) the presentation layer delivers a single-page React
application via Amazon CloudFront; (L2) the API and processing layer uses Amazon
API Gateway and AWS Lambda to coordinate synchronous requests and asynchronous
tasks; and (L3) the data and models layer stores spectra and models in Amazon S3,
maintains per-sample metadata in Amazon DynamoDB, and aggregates clinical metrics
in Amazon RDS (MySQL).

-7 -
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Table 2. AWS services and their responsibility within the platform.

Service Responsibility

Amazon API Gateway HTTPS / WebSocket entry points; throttling; auth hooks
AWS Lambda Business logic per endpoint (13 functions)

Amazon SQS Queue buffering inference jobs

Amazon EC2 (GPU)  Batch inference on CatBoost / XGBoost / LightGBM models
Amazon DynamoDB ~ NoSQL metadata store keyed by sampleId
Amazon RDS (MySQL) Aggregated clinical reporting data

Amazon S3 Raw spectra and versioned model artefacts
Amazon CloudFront Content Delivery Network for the SPA bundle
Amazon Cognito User authentication and JWT issuance (RBAC)
Amazon CloudWatch  Centralised logs, alarms, dashboards

Amazon Route 53 Authoritative DNS for https://mindslab.cl

The resulting architecture exhibits three key properties that are essential for
a robust and maintainable cloud-based system. First, the platform achieves mod-
ularity by encapsulating business logic into thirteen independent AWS Lambda
functions while storing static assets and machine learning models in Amazon S3.
This decoupling enables the addition or update of new models without requiring
modifications to the core application code. Second, it enforces security through
Amazon Cognito [1], which provides role-based access control (RBAC) and man-
ages user authentication and authorization. All data are encrypted in transit
using TLS 1.2 and at rest using SSE-S3 and AES-256 encryption standards, in
alignment with AWS’s Security Pillar best practices. Finally, the platform sup-
ports scalability through the automatic resource provisioning capabilities of API
Gateway and AWS Lambda [3].

Benefits of Serverless Architecture The implementation of a serverless ar-
chitecture in the proposed platform delivers clear advantages in terms of scala-
bility, maintainability, and cost effectiveness. By abstracting away the manage-
ment of physical or virtual servers, serverless computing (through services such
as AWS Lambda, API Gateway, and DynamoDB.) enables automatic resource
allocation based on demand [2, 14]. This model ensures high availability and fault
tolerance by design without requiring manual intervention or overprovisioning
of infrastructure. The overall design aligns with the principles of the AWS Well
Architected Framework, particularly the pillars of operational excellence, perfor-
mance efficiency, and cost optimization. Among the most relevant benefits are
the following:

— Automatic scaling: Backend services, such as Lambda functions, dynami-
cally scale in response to workload fluctuations, maintaining consistent per-
formance regardless of traffic peaks or idle periods.

— Reduced operational complexity: The development team can concentrate on
building business logic and integrating machine learning workflows rather
than maintaining and configuring servers.
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— Optimized costs: The billing model charges only for actual compute time
and API usage, with no costs associated with idle resources, making this
approach especially suitable for workloads with variable or unpredictable
demand.

— Faster deployment cycles: The modular and function oriented architecture
allows isolated updates and seamless integration into continuous integration
and deployment (CI/CD) pipelines, thereby reducing regression risks and
shortening development iterations

In clinical settings, where usage patterns can be highly irregular and per-
formance demands are stringent, a serverless infrastructure offers a sustainable,
elastic, and agile foundation for deploying Al-based solutions at scale.

Front-End Layer The front end, built with React, operates as a single-page
application to improve responsiveness and eliminate full-page reloads. To en-
hance usability and ensure an intuitive user experience, we introduced several
design improvements focused on clarity and guidance.

Redesigned the data upload form as a sequential, step-by-step interface. Each
step is clearly numbered, helping users understand the required actions and fol-
low the correct order. The form includes real-time validation that highlights
missing or incorrect fields as the user progresses, reducing the likelihood of sub-
mission errors. Required fields are visually marked, and tooltips provide im-
mediate, contextual explanations. Once the system generates a prediction, the
interface displays results using color-coded tags and short, informative messages
to make the output easy to interpret. These changes streamline the data en-
try process, enhance user confidence, and facilitate efficient interaction, which is
especially valuable in clinical workflows where accuracy and speed are crucial.

4 Results

The following section presents the results obtained by deploying the web plat-
form and applying it to real-world data from FEscherichia coli samples acquired
through MALDI-TOF mass spectrometry. We enhanced the platform by inte-
grating a gradient boosting model selected through a rigorous benchmarking
process. This integration significantly improved the accuracy and robustness of
antimicrobial resistance detection, demonstrating the practical value of combin-
ing advanced machine learning methods with clinical data.

4.1 Workflow for Antibiotic Resistance Prediction

Figure 2 illustrates the operational workflow of the proposed system, from the
collection of clinical samples to the generation of predictions through the plat-
form. The process begins with the acquisition of biological samples (blood, urine,
tissue, among others), which are analyzed using mass spectrometry through the
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Sample collection and Once the species has been identified, The spectrum information, together
species identification the bacteria are cultured in the with the results of the antibiotic
[ of different resistance tests, can be used to

- develop classification models.

+
Blood, urine, tissue, etc.
Laboratory report with antibiotic
susceptibility test results
= 48 hours or more

system using mass
spectrometry

The trained models can be hosted on a
web platform so that antiblotic
i inb ia can be predicted

i

in

to be mﬂ;d promptly.

Mass spectrum,
species identified in s—
approx. 20-30 minutes

0% probability
of resistance to
8 Ciprofloxacin

the spectrum is uploaded and
the species is indicated

Figure 2. Workflow for antibiotic resistance prediction.

VITEK MS system, enabling the identification of the bacterial species within 20
to 30 minutes.

Traditionally, a bacterial culture in the presence of various antibiotics is re-
quired to determine the susceptibility profile, a procedure that can take at least
48 hours. In contrast, the platform system offers a solution based on classification
models trained with spectral data and historical antibiogram results, allowing
resistance probabilities to be predicted within minutes.

Once deployed on the web platform, these models enable healthcare personnel
to upload the spectrum and select the identified species to obtain a real-time
probabilistic estimation of resistance to various antibiotics.

4.2 Sample Upload Interface

Figure 3 shows the platform’s web interface, which allows healthcare profes-
sionals and laboratory staff to upload new bacterial samples. Users submit a
MALDI-TOF mass spectrometry file along with a unique identifier, ensuring
sample traceability and enabling direct linkage between prediction results and
clinical records. The interface supports real-time interaction with the prediction
engine while maintaining data structure and preserving patient context.

4.3 Models

Table 3 shows the results obtained for each case study, reporting the mean and
standard deviation after performing a 10-fold cross-validation. As part of the
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N Home
= Models
Welcome!
[+9 Upload Model
The Prediction Syslem allows you to defermine the probability of antibictic resistance in a patient using MALDI-TOF mass
[H News Management spectromelry data. To sccomglish this, the system evaluates patient sample data through antificial intelligence models

previousty trained for different bacterial species
To begin, please fllow these steps
1. Select the bacterial species comesponding to the patient's sample.
2. Upload the sample file obtained through MALDI-TOF (. txt)
1. Indicate the Instrument type used: Blomerbeux o Bruker.
4. Click on "Run Model™ to get the predsction results,

[  Logout
o Select species: e Upload test file-

5 _mrmn - Browse... MalDy_305...

GET PREDICTION

Figure 3. Main web interface for submitting a prediction job.

platform enhancement, we integrated and benchmarked three gradient boost-
ing algorithms: CatBoost, XGBoost, and Light GBM, selected for their strong
performance in tabular data classification tasks.

For the E. coli-Ciprofloxacin case, CatBoost achieved outstanding perfor-
mance with AUROC and AUPRC values of 0.91, balanced accuracy of 0.81, and
an Fl-score of 0.78. In comparison, XGBoost yielded lower but still acceptable
results, with 0.81 in both AUROC and AUPRC, 0.72 in balanced accuracy, and
0.64 in Fl-score. Light GBM showed performance of 0.82 in AUROC and 0.80 in
AUPRC, with a balanced accuracy of 0.72 and F1-score of 0.66.

In the E. coli-Ceftriaxone case, all models performed less favorably, likely
due to class imbalance. CatBoost obtained an AUROC of 0.78 and an AUPRC
of 0.71, while XGBoost and Light GBM reported values of 0.69 and 0.52, respec-
tively, across the evaluation metrics. These results highlight the importance of
model selection and the potential benefits of advanced boosting techniques for
antimicrobial resistance prediction.

4.4 Antimicrobial Resistance Prediction

Once users upload a sample, the system processes it automatically using Cat-
Boost, the best-performing machine learning model identified during benchmark-
ing. Figure 4 presents two screenshots of the platform that illustrate prediction
outcomes: one sample is classified as resistant to ciprofloxacin, while the other
is identified as susceptible. These examples demonstrate the platform’s ability
to generate timely and interpretable predictions, supporting informed clinical
decision-making.
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Table 3. Performance metrics for each case study using CatBoost, XGBoost, and
Light GBM algorithms.

Antibiotic  Algorithm AUROC AUPRC B. Acc F1-Score
Catboost 0.9140.07 0.914+0.06 0.81+0.08 0.78+0.08
XGBoost 0.8440.03 0.8440.02 0.7240.03 0.6440.08

LightGBM 0.8240.08 0.80+0.07 0.72+0.08 0.66+0.12
Catboost 0.7840.05 0.7140.06 0.78+0.05 0.73£0.07
XGBoost 0.69+£0.04 0.61£0.05 0.67£0.07 0.60+0.04

LightGBM 0.6940.07 0.524+0.09 0.57+0.05 0.23+0.16

Ciprofloxacin

Ceftriaxone

A) Results:
Species Model Name Prediction [Resistance Prob.)
E_Coli e_coli_ciprofloxacino_biomer 0.54%

B) Results:
Species Model Name Prediction (Resistance Prob.)
E_Coli e_coli_ciprofloxacino_biomer 99.79%

Figure 4. Example of a prediction result generated by the platform: A) Sample classi-
fied as resistant to Ciprofloxacin. B) Sample classified as susceptible to Ciprofloxacin.
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4.5 User-facing web platform, usability and stress test

The MindsLab platform combines architectural robustness in the cloud with
functional capabilities as a web-based clinical tool. We developed the front end
using React and deployed it globally through Amazon CloudFront, ensuring
high availability and low latency access. This interface enables clinicians and
researchers to interact directly with predictive models from a standard web
browser, eliminating the need for additional software or configuration.

Main Functionalities The system is divided into three primary sections:

1. Prediction Interface (Home): Users can upload a patient sample in .txt
format obtained from MALDI-TOF instruments, specify the bacterial species
and instrument type (Biomerieux or Bruker), and run the selected model with
a single click. Predictions are returned in seconds, and the Ul provides step-
by-step guidance to ensure correctness of input (Figure 3).

2. Model Upload Section: Researchers can add new models via a dedicated
interface. Each upload requires three items: the model file (.pkl), a JSON-
formatted feature list, and metadata such as bacterial species and sample
type. Once uploaded, the model becomes immediately available for use in the
prediction interface (Figure 1 in Supplementary material).

3. Model Management: A table view allows users to manage existing mod-
els, including editing metadata or deleting unused models. This encourages
continuous improvement and controlled experimentation with new predictive
techniques (Figure 2 in Supplementary material).

User Experience Observations The interface was designed to be intuitive
and action-oriented. Step numbering in the prediction form, combined with drop-
down menus and input validation, helps users avoid common errors. This design
enables non-technical users to run machine learning models within clinical work-
flows without requiring code or interaction with cloud infrastructure.

Key benefits include a short learning curve for first-time users and imme-
diate feedback after each interaction. By abstracting the underlying technical
complexity and exposing powerful AT models through a streamlined interface,
the MindsLab platform offers a practical example of Al-as-a-service for clinical
microbiology

Usability Evaluation with SUS To empirically assess the usability of the
Mindslab interface, a System Usability Scale (SUS) questionnaire was presented
to users immediately after completing a prediction. The SUS is a standardized
10-item survey designed to measure perceived ease of use, complexity, and con-
fidence [5].

A total of 15 participants, including microbiologists and medical technol-
ogists, completed the questionnaire. Figure 5 presents the individual scores
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recorded in the system. The supplementary material includes the survey in-
tegrated into the platform (Figure 3 in supplementary material).

The responses yielded an average SUS score of 79.67, with values ranging
from 60 to 92. According to industry benchmarks, this score corresponds to a
Good to Ezcellent usability rating, confirming that users—regardless of technical
background—were able to interact with the platform effectively and confidently.

Distribution of SUS Scores (n = 15)

1 1 l  —

L 1 1

60 65 70 75 80 85 90
SUS Score

Figure 5. Boxplot of SUS score distribution for the 15 participants (scores retrieved
from DynamoDB).

Stress Tests To evaluate the robustness, responsiveness, and scalability of the
AWS-based platform, we conducted an updated stress testing campaign using
a custom Python script built with the aiohttp library. This script simulated
high-concurrency scenarios by launching multiple asynchronous workers that si-
multaneously targeted the /stressModel endpoint.

We executed four test scenarios with increasing levels of concurrency: 100,
200, 300, and 500 parallel workers. Each worker continuously sent inference re-
quests until reaching the predefined request count for its scenario. During each
test, we recorded key performance metrics, including minimum, maximum, mean,
median (50th percentile), 90th percentile, and 99th percentile latencies. These
results enabled us to evaluate the platform’s performance under progressively
higher loads and to identify potential bottlenecks in real-time inference work-
flows.

The results are summarized below:

— 100 workers: mean latency of 4.59 s (min 2.27 s, max 5.12 s)
— 200 workers: mean latency of 7.19 s (min 2.56 s, max 9.05 s)
— 300 workers: mean latency of 9.39 s (min 3.53 s, max 12.98 s)
— 500 workers: mean latency of 12.88 s (min 2.61 s, max 20.25 s)

Importantly, all requests in all scenarios completed successfully without any
failures or dropped connections, confirming the reliability of the backend services
under sustained high concurrency.

Figure 6 illustrates the latency distributions and throughput across the dif-
ferent concurrency levels. As expected, latency increased as the number of si-
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multaneous requests grew; however, the system maintained functional stability
and returned valid predictions in all cases.

These findings validate that the Mindslab platform’s serverless and container-
based architecture can withstand short-term peak usage, supporting real-time
clinical workloads with predictable performance. They also highlight potential
optimization opportunities for scaling inference to reduce response times further
as user demand increases

Stress Test Latency Metrics by Number of Workers

Mean latency
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Figure 6. Stress test latency metrics for 100, 200, 300, and 500 concurrent workers.

Low Costs and Economic Efficiency One of the most important benefits
of using serverless and on-demand AWS services is the significant reduction in
operational costs. By eliminating the need to provision and maintain always-on
infrastructure, the system incurs costs strictly based on actual usage, aligning
resource consumption with demand. This pay-per-use model leads to significant
savings in operational expenditure and promotes more sustainable budgeting,
especially in environments with variable or unpredictable workloads.

Between January and May 2025, the platform incurred a total cost of USD
88.46, averaging USD 17.69 per month. This includes all core AWS services, such
as model storage, inference, content delivery, and authentication. The predictable
monthly pattern confirms the economic feasibility of the serverless model even
under real clinical usage conditions. This provides continuous access to predic-
tive models and ensures the permanent availability of the mindslab.cl domain.
Moreover, as the number of users increases, the incremental cost associated with
additional AWS Lambda invocations remains proportionally low relative to the
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total cost, allowing the platform to scale efficiently with minimal financial im-
pact.

5 Discussion

This work explored the development of a cloud-based web platform to automate
the prediction of antibiotic resistance using MALDI-TOF mass spectrometry
data and machine learning techniques. Our results highlight the strong perfor-
mance and robustness of the CatBoost algorithm, which emerged as the best
predictor in our previous study [17]. The results obtained with the CatBoost
algorithm demonstrate its strong performance and suitability for this task, even
when working with a relatively small and imbalanced dataset. These findings
align with prior studies that have highlighted the effectiveness of gradient boost-
ing models when applied to heterogeneous biomedical data such as mass spec-
tra [7].

Furthermore, the current study extended the analysis by benchmarking Cat-
Boost against other other gradient boosting algorithms: XGBoost and Light-
GBM. The comparative evaluation, based on cross-validated metrics such as
AUROC and AUPRC, training time, and model interpretability, confirmed Cat-
Boost’s superior predictive accuracy for the Escherichia coli resistance profiles to
ciprofloxacin and ceftriaxone. While XGBoost and Light GBM showed compet-
itive results, CatBoost consistently outperformed them, justifying its selection
for integration within the deployed platform.

From a systems development perspective, the implementation of the web
platform using a modular serverless architecture on AWS proved effective. This
approach enables automated processing, rapid deployment, horizontal scalabil-
ity, and secure access control, all while maintaining low operational costs. The
integration of AWS services such as Lambda, API Gateway, Cognito, and S3 al-
lowed seamless management of machine learning inference workflows, and the use
of EC2 instances to handle computationally intensive real-time spectral analysis
met the platform’s performance demands.

Despite these advances, several avenues remain for improvement and future
work. Expanding the model scope to cover additional bacterial species and a
broader range of antibiotics would enhance clinical applicability. Besides, incor-
porating explainability techniques (e.g., SHAP values) could increase trust and
interpretability for healthcare professionals. Moreover, integrating the platform
with hospital information systems (HIS) would facilitate real-time clinical deci-
sion support and streamline laboratory workflows.

Finally, this study has some limitations, including the relatively small and
imbalanced dataset, which restricts the generalizability of the models across dif-
ferent pathogens and geographical settings. Additionally, although the platform
performs well under controlled conditions, clinical validation in routine hospital
environments is necessary to confirm its practical utility. Future work should
focus on enlarging and diversifying the dataset, improving model robustness,
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and conducting prospective validation studies in diverse healthcare settings to
ensure wider adoption.

6 Conclusion

This work presents the design, development, and evaluation of a cloud-based web
platform for predicting antimicrobial resistance using MALDI-TOF mass spec-
trometry data and machine learning models. Through a comprehensive method-
ology that included data preprocessing, algorithm benchmarking, and cloud de-
ployment, the platform demonstrates both technical feasibility and practical rel-
evance in clinical microbiology.

Among the evaluated models, CatBoost achieved the best performance met-
rics in predicting resistance to Ciprofloxacin and Ceftriaxone in Escherichia coli,
outperforming XGBoost and Light GBM in terms of AUROC and AUPRC. This
reinforces the suitability of gradient boosting algorithms for processing complex
biomedical data such as mass spectra.

The deployment of the system on AWS using a serverless architecture proved
advantageous in terms of scalability, security, and cost-efficiency. Moreover, stress
testing confirmed the platform’s ability to handle sample uploads and predictions
with low latency and controlled operational costs, ensuring its viability for real-
world clinical environments.

In summary, this platform not only automates antimicrobial resistance pre-
diction with high accuracy but also provides a scalable and user-friendly tool
to support clinical decision-making. Future work will focus on expanding bacte-
rial coverage, integrating the platform into hospital systems, and validating its
clinical impact in prospective studies.
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Abstract. Orthogonal moments are a current area of research in image
analysis and pattern recognition. They are numerical values obtained by
projecting an image intensity function onto a polynomial basis of the
2D coordinates to describe the distribution of pixels in an image space.
This work proposes using orthogonal moments in MRI images as a fea-
ture extraction tool for detecting and classifying brain tumors, including
gliomas, meningiomas, and pituitary cases. The method has three stages
and employs the Random Forest model (RF) as its core foundation. In the
first stage, Legendre Moments and the First and Second Order Cheby-
shev Moments are analyzed to extract features based on the weighted
average of MRI image pixel intensities. In the second stage, the feature
selection vector is calculated using the orthogonal moment features ob-
tained in the previous stage. RF determines the majority vote for each
class, while the Gini coefficient evaluates its concentration, leading to
dimensionality reduction. In the final stage, the feature vector is utilized
in a multiclass classifier framework based on RF to diagnose the type of
brain tumor. The proposed methodology achieved an average accuracy
of 96.49% across all brain tumor detection. Preliminary results indicate
that this family of descriptors has significant potential for feature ex-
traction in detecting brain tumors in MRI images.

Keywords: Brain tumor - Legendre Moment - Chebyshev Moment -
Image analysis - Random Forest

1 Introduction

Brain tumors arise from the abnormal or uncontrolled proliferation of cells, lea-
ding to excess tissue masses. Tumors are generally divided into two primary
categories: benign (noncancerous) and malignant (cancerous). While benign tu-
mors do not contain cancerous cells, they may differ in growth rate and, in some
cases, can reach significant sizes. These tumors do not metastasize to other parts
of the body and can often be surgically removed with a good prognosis. In con-
trast, malignant tumors are characterized by cancerous cells that possess a high
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ability to invade nearby tissues. Their invasive characteristic complicates the de-
finition of clear tumor margins, making treatment and surgical resection more
challenging [1, 2]. This study analyzes three types of brain tumors: gliomas, the
most common primary tumors of the brain and spinal cord, encompassing va-
rious subtypes with differing levels of aggressiveness and diagnostic complexity
[3]; meningiomas, generally benign but potentially serious due to their intracra-
nial location, often linked to factors such as hormonal influences or exposure
to ionizing radiation [4]; and pituitary tumors, which develop in the pituitary
gland, disrupting hormone production and potentially causing severe endocrine
disorders [5]. As estimated by GLOBOCAN 2022, a report issued by the Global
Cancer Observatory under the auspices of the World Health Organization, there
were approximately 321,476 new cases of brain and central nervous system (CNS)
tumors reported globally, in addition to 248,305 associated deaths. These tumors
accounted for 2.6% of all newly diagnosed cancer cases and 2.5% of all cancer-
related deaths. Regarding incidence, they ranked 19th among all cancer types,
while in mortality, they were the 12th leading cause of cancer-related deaths [6].
The diagnosis of brain tumors is primarily based on neuroimaging techniques
such as magnetic resonance imaging (MRI) and computed tomography (CT).
However, definitive confirmation requires histopathological analysis of a biopsy
sample [7, 8]. Given the significant impact of this disease on patient health, de-
veloping an effective early detection system is crucial. Accurate interpretation
of MRI and CT images enables the identification of tumors at an early stage, fa-
cilitating timely and appropriate intervention, and ultimately improving patient
outcomes.

Magnetic resonance imaging (MRI) has made significant progress with new tech-
niques for medical image analysis. Among them, orthogonal moments which have
long been used as quantitative measures of patterns present in images stand out
for their ability to segment, classify, and reconstruct images. In recent years,
orthogonal moments have been utilized in various medical imaging applications
due to their capacity to efficiently encode image features while remaining ro-
bust against noise and geometric transformations. They have shown effectiveness
in classification, segmentation, and image reconstruction, preserving essential
structural information despite distortions or variations in image acquisition con-
ditions [9]. Numerous investigations have explored orthogonal moments’ capabi-
lities within the medical image analysis domain. Thung et al. (2011) conducted
a preliminary study comparing the compression efficiency and noise resilience of
the Legendre and Chebyshev moments applied to X-ray images. The results indi-
cated that Legendre moments provided superior noise resistance, while Cheby-
shev moments performed similarly to the Discrete Cosine Transform (DCT)
in compression tasks. Their findings suggest that Legendre moments preserved
image quality better under random white noise conditions, making them ideal for
medical imaging applications where diagnostic accuracy is crucial [10]. Nallasivan
G. and Subbiah (2017) analyzed computed tomography (CT) lung images using
orthogonal moment-based texture features and applied segmentation methods,
such as histogram analysis and watershed transformation, to extract diagnostic
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information [11]. Recent advancements have integrated deep learning techniques
with orthogonal moments to enhance image analysis performance. Gao et al.
(2024) proposed a hybrid approach combining fractional-order Chebyshev mo-
ments with deep neural networks for 3D image recognition. Their method demon-
strated high classification accuracy across various datasets, leveraging moment
invariants for robustness against scaling, rotation, and translation [12]. Di Ru-
berto et al. (2023) further validated the effectiveness of orthogonal moments
for medical diagnosis by comparing their classification performance with con-
volutional neural networks (CNNs) across different datasets. Their analysis in-
corporated various classification models, including k-nearest neighbors (k-NN),
Support Vector Machines (SVM), and Decision Trees (DT), among others. The
study concluded that, despite CNNs’ superior feature extraction capabilities,
orthogonal moments provide competitive results with lower computational re-
quirements, making them suitable for resource-constrained environments [13].
In Khalil et al. (2020), Legendre moments were utilized for 2D medical image
classification, showing that they effectively preserved structural details and en-
abled high-precision classification [14]. Similarly, El Ogri et al. (2019) extended
the application of discrete orthogonal moments to 2D and 3D medical images,
supporting their utility in feature extraction and classification across different
imaging modalities [15]. Beyond classification, orthogonal moments have also
been used for medical image reconstruction. Hosny et al. (2013) examined the
reconstruction of noisy medical images, confirming that orthogonal moments sig-
nificantly enhanced image quality while preserving critical diagnostic features.
Their experiments demonstrated that the proposed moment-based reconstruc-
tion method reduced reconstruction errors by 28% in comparison with traditional
denoising techniques [16]. Additionally, orthogonal moments have been applied in
image indexing and retrieval. Ahmadian et al. (2003) combined Gabor wavelets
with Legendre moments to develop a hybrid indexing method, which resulted
in a 25% improvement in retrieval efficiency compared to traditional indexing
techniques [17].

This work aims to extract orthogonal moment features from MRI images for
brain tumor classification. The public Kaggle database Brain Tumor MRI Dataset
[18] has been used to accomplish this task. This dataset contains four categories
of MRI images: glioma, meningioma, pituitary, and no-tumor cases. It’s impor-
tant to mention that this problem represents a multiclass classification frame-
work. The method consists of three stages in the cascade and uses the Random
Forest model (RF) as its core foundation. The first stage concentrates on or-
thogonal momentum-based feature extraction. Three orthogonal moments were
individually evaluated, including the Legendre Moment, and the First and Se-
cond Order Chebyshev Moments. The feature extraction process (@) involves
each orthogonal moment producing a matrix of values for each class based on
the weighted average of the pixel intensities in the image. The second stage
focuses on feature selection through dimensionality reduction from @, denoted
as 6. RF computes the majority vote for each class, while the Gini coefficient
identifies where the class is most concentrated, similar to statistical dispersion.
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In the final stage, the feature vector 6 is utilized in a multiclass RF classifier
framework for diagnosing MRI images.

The rest of this document is organized as follows. Section 2 presents the pro-
posed method in the following order: description of the data (Section 2.1), pre-
processing (Section 2.2), Orthogonal moments and Moment features extraction
(Sections 2.3, 2.4, and 2.5), Random Forest model (Section 2.6), Gini coefficient
(Section 2.7), and feature vector (Section 2.8). In Section 3, results are analyzed
and discussed. Finally, conclusions and perspectives are presented in Section 4.

2 Methology
2.1 Dataset

The Kaggle public database Brain Tumor MRI Dataset [18] was considered
for experimentation. This dataset consists of 7023 human brain MRI images
with the following cases: 1321 of glioma, 1339 of meningioma, 1457 of pituitary,
and 1595 no-tumor cases, see Fig 1. The MRI images are arranged in separate
folders for training and testing, which aids in model evaluation and performance
assessment. The training folder comprises 80% of the dataset, while the testing
folder contains the remaining 20%.

(a) Patient with no-tumor (b) Patient with glioma

(c) Patient with pituitary (d) Patient with menin-
gioma

Fig. 1: Examples of MRI images: (a) No-tumor. (b) Glioma. (c) Meningioma.
(d) Pituitary.
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This work aims to extract orthogonal moment features from MRI images,
including glioma, meningioma, pituitary, and no-tumor cases, for diagnosis us-
ing a multiclass Random Forest classification framework. A three-stage cascade
method is proposed to achieve this, as shown in Figure 2. The first stage centers
on orthogonal momentum-based feature extraction. The second stage empha-
sizes dimensionality reduction through feature selection by combining RF and
the Gini coefficient. In the final stage, a multiclass RF classifier framework for
MRI images is utilized for diagnosis. Note that the last two stages rely on RF
as their core foundation. Next, the methods used in this work are introduced.

MRI Images

X,
4

[Preprocessing: Resize and Grayscale]

X
Y

[Orthogonal Moment estimation]

M(X)

A

[Moment-based features extraction]

b7

y
Random Forest model]—>[Multiclass Classiﬁer

S = MV{dr,}P

4

0 [Gini—based feature selection]

GgcS

A

Feature selection vector]

Fig. 2: Block diagram of the proposed method. MRI raw images (X,-) contain all
classes (Z) under study, such as Class 1 = no-tumor cases, Class 2 = glioma cases,
Class 3 = pituitary cases, and Class 4 = meningioma cases. X, is resized and
changed to grayscale yielding the X matrix. M(X) is the orthogonal moment-
based feature extraction for each class, denoted as 7. RF computes the majority
vote MV for each class Z for each orthogonal moment, denoted as S. Gini
coefficient-based feature selection yields a subset from S, G < S, denoted as 6.
Finally, 0 is classified to detect a brain tumor diagnosis using RF.
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2.2 Preprocessing

Let X, € R™*™ be each raw MRI image matrix. Let M, and M, be the max
size among all MRI images. The first step is resizing each MRI image to the
dimensions (M, M) size using a cubic interpolation [19]. In the second step, all
images are converted to grayscale. This process preserves the luminance while
removing the hue and saturation information. These two preprocessing steps give
a new image matrix X for each MRI image.

2.3 Moments

Let f(z,y) be a two-dimensional Cartesian density distribution function that
describes a grayscale X image content concerning its axes. Let (p + ¢) be the
order of a moment evaluated on the complete image plane £. The goal of a
moment is to characterize the global and detailed geometric information about
the image. Its general form is given by:

MP,QZJwa(xay)dxdy7 paq=0517700 (1)

where 1) is the weighting kernel or basis function that produces a weighted
description of f(x,y) over the entire image plane &.

Assume that & is divided into square pixels of dimensions 1 x 1, with constant
intensity I over each square pixel. Let P, be the discrete pixel value defined as:

Py = I(x,y)AA (2)

where AA is the sample or pixel area equal to one. Then the discrete moment
form is defined as:

MP7QZZZ¢P$,Z/; p7q:0,17"’700 (3)
z Yy

2.4 Orthogonal moments

Orthogonal moments are defined by their minimal redundancy of information.
This characteristic allows moments of different orders to describe unique infor-
mation about an image, thus alleviating numerical problems linked to geometric
and complex moments. Let y, and y, be two orthogonal functions over an inter-
val a < x < b then:

b
D up(@)yg(z)dz = 05 p # g (4)

a

The orthogonal moments studied in this work are introduced below.
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Legrendre Moment (LM): The Legendre Moment is a complete orthogonal
basis set defined over the interval [—1,1]. LM of order (p + ¢) is defined as:

Lyo = Eg?if—3—3¥lj11)‘[ J‘ P, Py(y) (2, y)da dy (5)

where P, and P, are the Legrende polynomials. For the orthogonality of the
moments to be achieved, f(z,y) must be defined over the identical interval as
the basis set, where the pt" order Legendre polynomial is defined as

(2p — 2k)! .
Pp(z 2( 1 ]{3' p) (p ) 2k)|xp F (6)

For an image with current pixel P,,, Eq. (5) become

%qg@i¥%;LZZwawny (1)

LM defined regarding a recurrence relation with a uniform weight ¥ = 1, is
given by:
Po(z) =1, Pi(z) =z (®)
(2n—1)zP,_1(z) — (n — 1) Py_2(x)

Pn(-L’) = n 5 n>=2 (9)

\

LM for a grayscale image is defined as:

m n
2

Muas = YD Py()Py(y) (10)

To guarantee accurate implementation, the normalization of image coordinates
is executed via the following transformation:
2i 2j

_1 _
m—1 YT T

xT; = —1 (11)

Discrete Chebyshev Moments (CHM) The Discrete Chebyshev Moments
are a complete orthogonal basis set defined over the interval [—1, 1]. CHM defined
regarding a recurrence relation with a uniform weight ¢ = ﬁ, is given by:

To(x) =1, Ti(z)==x (12)
To(z) = 22Ty —1(x) — Th—a(x), n =2 (13)

CHM is defined as:
Menn = Y31 Ty Ty(0) = (14)

where T, (x) and T, (y) are the Chebyshev polynomials of the first kind evaluated
at the image points.
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Discrete Chebyshev Moments of the Second Order (CH2M) The Dis-
crete Chebyshev Moments of the second order are a complete orthogonal basis set
defined over the interval [—1,1]. CH2M defined regarding a recurrence relation
with a uniform weight ¢ = v/1 — 22, is given by:

Uo(z) =1, Ui(z) =22U,(z) = 22Up_1(x) — Up_o(z), n =2 (15)

CH2M is defined as:

m o n

Meran = Y, 2 T Up(@)Uy(y)

Ty

2
—— 16
- (16)
where Uy (z) and U, (y) are the Chebyshev polynomials of the second order eva-
luated at the image points.

we refer the reader to [9, 20, 21] for a comprehensive treatment of the ma-
thematical properties of moments applied to image analysis.

2.5 Moment-based features extraction

Let X be the resized and grayscale MRI image. Let N = {Ny, Na, -+, N,,} be
X with no-tumor cases, corresponding to class 1. Let G = {G1,Ga, -+ ,G,} be
X with glioma cases, corresponding to class 2. Let P = {P;, P,--- ,P,} be X
with pituitary cases, corresponding to class 3. Let M = {My, Ms,--- ,M,} be
X with meningioma cases, corresponding to class 4. Let Ze N u G u Pu M be
any image from these four sets, with Z € R"*¢, where r is the number of rows
and c is the number of columns. Denoting M the orthogonal moment of Z by
M(Z), the feature vector of 7 is defined as:

Br = [ﬂ(l)] (17)

2.6 Random forest (RF) model

RF is a bagging classification and regression model that re-runs the same learning
algorithm on different subsets of data to produce sufficiently diverse base models.
RF combines multiple randomized decision trees and aggregates their predictions
by averaging them [22]. Let 51,5, = [./(/l\(l')] be the class prediction of the b-th
random-forest tree. RF for classification is defined as:

BB(T) =S =MV {éz,b(z)}f (18)

where B is the total number of trees used, ®,(Z) is the predicted class from the

~ B
b-th tree, and {@b(I)}b denotes the set of predictions from all trees in the
=1

RF. The final classification is determined by selecting the majority-voted class
among all tree predictions. For more Random Forest details, see [23].
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2.7 Gini-based feature selection

The Gini coefficient (G) measures statistical dispersion and inequality to assess
how well a feature separates data points into distinct classes. Feature importance
scores are computed for each feature on a scale from 0 (perfect equality) to 1
(perfect inequality) as follows:

where p is the probability a random entry belongs to class ¢ from the RF model
majority vote S, and 1 — p,. is the probability it would be misclassified.

2.8 Feature selection vector

Let N, G,P,M be the subsets resulting from applying the Gini coefficient G for all
classes of MRI images obtained from Eq. (19). Let ¢ € NUGUP UM be any image
from these four subsets, with ¢ € R**!, where k is the number of rows and [ is
the number of columns. The feature vector subset of ¢ by G(¢)is:

~

0; = [G()] (20)

3 Results and discussion

In this section, the evaluation results of the proposed method using the pre-
viously introduced database are reported. To recap, the dataset is divided into
the following classes: 1321 glioma cases, 1339 meningioma cases, 1457 pitui-
tary cases, and 1595 no-tumor cases. All MRI images ranged from 150 x 198
pixels to 1920 x 1080 pixels size. The maximum image size for each class was
as follows: glioma (512x512 pixels), meningioma (1275x1427 pixels), pituitary
(1365x 1365 pixels), and no-tumor (1920x 1080 pixels) During the preprocessing
stage, all MRI images were resized to the maximum dimensions of each class
using cubic interpolation [24]. Additionally, to maintain consistency in the MRI
images, all images were converted to grayscale.

Next stage, three orthogonal moments, such as the Legendre Moment and the
First and Second Order Chebyshev Moments, were studied to extract relevant
features from the MRI images. The orders p and g were set in 12 empirically due
to the high computational cost. At this point, each orthogonal moment produces
a matrix M e R5712%50 of values @ for each class Z as follows: &7 = My (X),
&1 = Mcouu(X), and &7 = Mepgan(X). To dimensional reduction of each
@7, RF coupled with the Gini coefficient was used as a feature selection method.
Fig 3 shows the evolution of each orthogonal moment. By visual inspection, it
can be observed that the performance improves progressively as the number of
features increases. However, after a certain value, increasing the features does not
contribute significantly to the improvement of the model. Based on this analysis
the following number of features were used in the feature selection vector 6:
My =60, Meogy = 85, and Megan = 75. Thus, every moment was reduced
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in Mpy = 64,71%, Mcunm = 50%, and Mcgan = 55,88%. Remember that
each feature selection 6 is a subset of the orthogonal moment-based feature
extraction. 6 will be used in the RF multiclass classification framework.

94,5
o 20 a0 60 8o 100 120 140 160 180
Features

(a) Legendre Moment

CHM

40 60 8o 100 120
Features

(b) Chebyshev Moment (First Order)
CH2M

o 20 a0 60 8o 100 120 140

Features
(¢) Chebyshev Moment (Second Order)

Fig. 3: Gini feature selection performance for the different orthogonal moments.

Table 1 shows the performance metrics for the four classes and moments,
including F1-Score, True Positive Rate (or recall, or sensitivity), Balanced Accu-
racy, and Area Under the Curve (AUC). Remarkably, the method proposed yields
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excellent results. The four classes: No-tumor, Glioma, Pituitary, and Meningioma
have high detection scores, greater than 90% in all metrics throughout all ortho-
gonal moments under study using the RF multiclass classification framework.
For illustration, Fig 4 shows the Confusion matrix and receiver operating cha-
racteristic (ROC) curve for the best orthogonal moment, the Chebyshev moment

(second order).

Class Moment|F1-Score/TPR|B. AccuracyAUC
No-Tumor |LM 99.01 99.51(98.53 0.99
CHM 99.38 99.51199.26 0.99
CH2M  |98.90 99.75198.06 0.99
Glioma LM 92.63 88.00(97.77 0.99
CHM 91.80 87.6696.34 0.99
CH2M  |93.96 90.66 |97.49 0.99
Pituitary |LM 97.71 99.66 |95.83 0.99
CHM 97.55 99.66 195.53 0.99
CH2M  |97.87 99.66 |96.14 0.99
Meningioma|LM 93.93 96.07|91.88 0.99
CHM 93.76 95.75191.85 0.99
CH2M  |94.31 94.77193.85 0.99

Table 1: Performance metrics average for the four classes and moments under
the multiclass RF model. F1-Score, True Positive Rate (or recall, or sensitivity),
Balanced Accuracy, Area Under the Curve (AUC), Legendre Moment (LM),

First (CHM) and Second Order (CH2M) Chebyshev Moment.

Predicted Class

True Class

(a) Confusion matrix

Fig.4: Confusion matrix and receiver operating characteristic (ROC) curve for

I
Sensitivity
02 04 06 0B 1.0

00

1.0 05

Specificity

(b) ROC curves

Me_Tumoe
Glioma

— Pituitary
Meningioma

00

the best-performing model, the Chebyshev Moment (second order).
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4 Conclusions

This work presents a new method based on orthogonal moments to classify and
detect brain tumors in MRI images. The proposed method uses the Random Fo-
rest model (RF) as its core foundation. First, as data dimensionality reduction,
combining it with the Gini coefficient technique as a feature selector. Second, it
utilizes a multiclass classifier for brain tumor diagnosis. Legendre Moments and
the First and Second Order Chebyshev Moments were analyzed to extract fea-
tures from the MRI images. Performance metrics such as F1-Score, True Positive
Rate, Balanced Accuracy, and Area Under the Curve were evaluated. Excellent
high performance achieved an average accuracy of 96.49% in brain tumor detec-
tion, including glioma, meningioma, and pituitary cases.

In addition to its excellent performance, the proposed method based on orthogo-
nal moment-based feature extraction in MRI images positions them as a family
of descriptors with significant potential for feature extraction in detecting brain
tumors in MRI images. The main limitation of the proposed method is that the
orthogonal moments depend on their orders, which can generate a high compu-
tational cost.

Future work will focus on a more extensive evaluation of the proposed method,
combining different orthogonal moments, and increasing tumor brain patholo-
gies.
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Abstract. Epilepsy is a common neurological disorder diagnosed and
monitored through EEG recordings. Accurate spike-and-wave (SW) pat-
tern classification is crucial for distinguishing this epileptic seizure disor-
der from normal brain wave activity (NW). However, mathematically
modeling SW remains challenging, affecting classification accuracy. This
study proposes a pipeline in two stages combining polynomial regres-
sion techniques, and data processing, in a machine-learning classification
scheme. At the first stage of decision-making, the idea is to create a
generalized waveform mother that represents all the waveforms of the
EEG patterns, such as SW and NW. This waveform is derived from a
polynomial regression model that is assessed by the truncation error of
the Taylor series. In the second stage, a feature selection algorithm based
on a vector that includes the coefficients from Taylor and the statistical
properties of the SW and NW waveforms was designed for the machine
learning classifier. This algorithm uses the confidence interval to extract
the Taylor series points that do not represent the generalized mother
equation. This yields a dimensional reduction of this vector, which can
be used in a classification and detection scheme. Three polynomial regres-
sion models, such as Fourier, Gaussian, and sums-of-sines were evaluated
using the pipeline methodology. The best model was the Fourier regres-
sion, which achieved an accuracy of 96.2% using the SVM classifier with
a Gaussian kernel to detect spike-and-wave patterns.

Keywords: Spike-and-wave - Polynomial regression - Taylor series - Fea-
ture selection

1 Introduction

Epilepsy is one of the most common neurological diseases, affecting approxi-
mately 50 million people worldwide [1]. This condition is characterized by the
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occurrence of epileptic seizures, which are the result of abnormal and excessive
electrical activity in the brain. The electroencephalogram (EEG) is a crucial
biomedical tool used for the diagnosis and treatment of epilepsy because it al-
lows for the recording and analyzing of brain waves to detect epileptiform ac-
tivity, such as the spike-and-wave (SW) waveform pattern [2]. In the healthcare
industry, EEG signals are widely used for detecting and classifying epileptiform
waveform patterns, essential for an accurate diagnosis [3]. However, signal inter-
pretation remains challenging due to the complexity of the waveforms and the
need to differentiate between epileptiform activity and normal brain waves (NW)
[4]. Automating this process using machine learning techniques and advanced sig-
nal processing has gained ground in the last decade, improving the accuracy and
efficiency of diagnosis [5, 6]. However, difficulties persist in the precise mathe-
matical representation of SW patterns and in assessing the impact of errors in
this representation on classification models [7]. The problem lies in the need to
develop mathematical models in EEG analysis that accurately capture the shape
of SW waves, allowing them to be differentiated from NW and improving the
classification algorithms’ accuracy [8]. Today, the lack of precision in waveform
representation can lead to significant errors in classification, directly affecting
the ability of automatic systems to make reliable diagnoses [9, 10, 11, 12, 13].
This study addresses this problem by implementing a comprehensive pipeline
that combines regression techniques, data processing, and classification models
to analyze SW and NW waveforms. This pipeline, the main contribution of this
work, consists of two stages. The first stage is for decision-making, and the sec-
ond is for feature selection and classification. The decision-making goal is to use
polynomial regression modeling to create a generalized mother equation based
on the EEG waveforms. This generalized waveform is asses through the trun-
cation error of the Taylor series. This stage produces a polynomial regression
function and the Taylor coefficients at each point of this function. In this study,
Fourier regression was the best model regarding the other two models studied,
such as Gaussian, and Sum-of-Sines. The second stage applies the optimal results
from the first stage to detect and classify spike-and-wave epileptiform patterns
in EEG signals based on the feature selection algorithm. The input of this algo-
rithm is the feature vector given by mean, median, standard deviation, kurtosis,
and skewness from the SW and NW waveforms, and the Taylor series coefficients
in each point. This algorithm focuses on extracting the Taylor series points that
are not representative from the generalized mother equation using the confidence
interval, yielding a dimensional reduction of this vector to be used in a classifi-
cation and detection scheme.

The rest of this document is organized as follows. Section 2 presents the database,
the mathematical theory, the proposed pipeline, and the feature selection algo-
rithm. In Section 3, results are analyzed and discussed. Finally, conclusions and
perspectives are presented in Section 4.
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2 Material and Methods

2.1 Database

Signals were acquired from 12 patients at the Epilepsy Department of the Foun-
dation for the Fight Against Pediatric Neurological Diseases (FLENI). An expert
neurologist in epilepsy labeled 339 SW and 441 NW waveforms of the EEG sig-
nals, indicating the onset and duration of the epileptic waveform. A standard
10-20 EEG system with a sampling rate of 256 Hz was used with the following
22 channels: Fpl, Fp2, F7, F3, Fz, F4, F8, T3, C3, Cz, C4, T4, T5, P3, Pz, P4,
T6, O1, 02, Oz, FT10, and FT9. Each waveform consists of a temporal sequence
of amplitudes with morphological characteristics. SW waveforms are characte-
rized by their regular and symmetrical morphology, combining spike peaks and
smoother waves. This distinguishes them from NW waveforms, which have a
less structured and more variable morphology. On average, the SW amplitudes
are approximately 500, while the NW amplitudes are around 300. The total du-
ration of the waveforms is approximately 100 to 264 seconds. Figure 1 shows
representative examples of both types of waveforms. See [14] for more details of
this database.

Spikes-and-waves
1

MOZEN

0 0
0 100 200 300

500 500 100

WVANEVA

100 200 300 0 100 200 300

o

Normal brain waves
1 2 100 3
100 100
0 50 0
-100 0
-200 -100
0 100 200 300 0 100 200 300 0 100 200 300

Fig. 1. Spike-and-waves and normal brain waves examples.

2.2 Pipeline methodology

The pipeline proposed in this study addresses the classification of spike-and-
waves (SW) and normal brain waves (NW) using a comprehensive approach
that combines data processing, polynomial regression techniques, and the Tay-
lor series in a classifier scheme. The pipeline consists of two stages. The first
stage is for decision-making, illustrated by the red dashed line in Figure 2. The
second stage applies the optimal results from the first stage to feature selection
and detect and classify spike-and-wave epileptiform patterns in EEG signals,
illustrated by the blue dashed line in Figure 2.

The first stage begins with resizing the waveforms because all signals have diffe-
rent total durations in seconds. Thus, the maximum size of all waveforms was
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calculated, and each SW and NW signal was resized to this maximum size us-
ing linear interpolation (Section 2.3). This process results in a single resolution
size for all signals. Since the equation of the waveforms of interest is not known
in advance, three polynomial regression models (Section 2.4) such as Fourier,
Gaussian, and Sum-of-Sines were evaluated according to the metrics to identify
which model best fits each resized waveform. The metrics used, such as Degrees
of freedom for Error, Coefficient of determination R?, Adjusted R, and the Root
mean square error (Section 2.9), yielded that the Fourier regression was the best
model. It produces an equation with coefficients representing each waveform.
These coefficients were averaged to calculate a single overall coefficient to esti-
mate the generalized mother waveform equation (Section 2.5). Finally, the Taylor
series (Section 2.6) was utilized to approximate the equation of the generalized
mother waveform at each point. The underlying idea is to assess how the series
behaves relative to the original waveform and to determine whether it will be a
good representation for subsequent analysis in the second stage of the pipeline.
In addition, the truncation error (Section 2.7) is calculated at each point and
cumulatively, providing a measure of the accuracy of the Taylor approximation
for representing these waves.

In the second stage of the pipeline, a feature vector with two sets was built.
The first set is based on the Taylor Series evaluation of degree 8 at each point.
This indicates that the series is calculated in 1-second intervals, fully encom-
passing each SW and NW signal. Note that this data represents the results
of the best decision-making model, the Fourier regression. The second set uses
classical statistical properties, extracted directly from the original signals. The
mean, median, standard deviation, kurtosis, and skewness improve the informa-
tion available for the analysis.

At this point, the feature vector contains the Taylor Series approximation points
and the statistical properties of each SW and NW signal (Section 2.10). This
feature vector carries all the information needed to detect and classify spike-
and-wave epileptiform patterns in EEG signals. The feature selection of this
feature vector was performed using the proposed algorithm 1. This algorithm
analyzes the points of the generalized mother equation that do not represent
the classification model using the confidence interval. Subsequently, all features
are normalized using the Min-Max Scaling technique from -1 to 1, ensuring that
the data are in a uniform range and comparable (Section 2.8). To validate the
effectiveness of the dataset, a 5-fold cross-validation is implemented, reserving
20% of the data for final testing. The theoretical framework used in the pipeline
is introduced below.

2.3 Linear interpolation

Let Syqp = max(max(SW), max(NW)) be the maximum size of all waveforms.
Let t; and ¢;4.1 be two successive points from each vector related to each waveform
or class, SW(t) and NW(¢). The goal is to find an intermediate point ¢ between
these two points. Then the linear 1D interpolation correspondent to each interval,
tiv1 — t;, and for 1 < SW()|NW(¢) < Spnaz 18 given by:

t= (]. — t) * ti +tx ti+1 = tl‘+1 + t(ti+1 — fl) (1)
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Fig. 2. Pipeline to detect and classify spike-and-wave epileptiform patterns in EEG
signals. The decision-making stage includes all processes within the red dashed line. The
feature selection and classification stage includes all processes within the red dashed
blue.

2.4 Polynomial regression modeling:

Since the mathematical waveform of spike-and-wave is not known in advance,
a mathematical model was created to describe its characteristics. Gaussian,
Fourier, and Sum-of-sines polynomial regression models were evaluated to fit
the EEG signals. These models can capture the specific and regular morphology
of the waveforms, which is important for accurate pattern recognition. Each one
is introduced below.

Gaussian Regression: A statistical method that uses the Gaussian function
to describe a relationship between waveforms, approximating the function to fit
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the peaks. The Gaussian model is expressed as:

P = asexp [ (H’)} )

=1

where a; is the peak height or amplitude, b; is the peak’s center position or
location, ¢; is the peak width, and n is the number of peaks to fit.

Fourier Regression: A statistical method that uses the Fourier series to des-
cribe a relationship between waveforms as a sum of sine and cosine functions.

The trigonometric Fourier series is given by:
N

flz)=ap+ Z a; cos (iwx) + b; sin (iwzx) (3)
i=1
where ag is the intercept, a constant term associated with the i = 0 cosine term,
a; and b; are the Fourier coefficients, n is the number of terms, and w is the
fundamental frequency.

Sum-of-sines regression: A statistical method that fits a weighted sum-of-
sines functions to data. The mathematical expression for this model is:

n
flz) = Z a; sin(b;x + ¢;) (4)

i=1
where a;, b;, and ¢; are adjustable parameters that control the amplitude, fre-
quency, and phase of each sin component respectively, and n is the number of
terms. Note that this model includes the phase constant, and does not include the
intercept term. This is the main difference from the Fourier Regression method.

2.5 Generalized mother waveform equation

Let f(z) be the polynomial regression model that best fits each X EEG wave-
form. Let C € R7*¢ the coefficients’ matrix from each f(x), where f is each
equation and ¢ each coefficient. The mean of all coefficients was calculated to
yield a generalized representative alignment, which captures the studied wave-
forms’ main periodic and morphological characteristics.

2.6 Taylor approximation

The Taylor series expansion provides a way to represent a function as an infinite
sum of terms. Its derivatives are calculated at a specific point to approximate
complex functions to feasible polynomials [15]. The idea is to approximate the ge-
neralized alignment waveform of the set of SW and NW to a polynomial function.
In this case, the best polynomial regression model that fits the EEG patterns,
see Section 2.4. Thus, it is necessary to define the function to be expanded, the
variable, the initial point, and the number of terms in the Taylor series. :

< ) (g,
flwign) = fT(,)(%:H — ;)" (5)
n=0 :

where f(")(z;) is the n-derivative of f evaluated at z;, and z; is the point around
which the function is expanded.
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2.7 Error Measurement

It is used to assess the accuracy of an approximation or model compared to
the true value. It helps determine how close or far an estimated result is from
the true value, allowing for improved methods and informed decisions. Different
metrics are used for this purpose.

True Error (E;) : It is the difference between the exact value of a function or
series and its finite approximation. It is the error generated by putting a finite
number of decimals in an approximation.

E} = true value — approximate value (6)

Percent Relative Error (€;) : It indicates how significant the difference is

between the prediction and the actual value.
£y

€ — ————

true value

100% (7)

Normalized Percent Error (e,) : It measures errors when the actual appro-
ximation value is unknown.

resent approximation — previous approximation
D PProx prev pprox 100% ()

6(1 . N
present approximation

Truncation error E¢ : It arises from using the Taylor series approximation
instead of an exact mathematical expression method. The complete expansion
of the Taylor series Eq. (5) is defined as

f (i)

f@iv1) = fz:) + f'(zi)h + %h2+"'+Thn+3n 9)
(nt1)
R, = 7]‘(71 - 1()5!) e (10)

where the subindex n of R indicates the residue of the n order approximation,
¢ is the truncation error, a value of x that is located somewhere between x; and
x;+1. For a comprehensive mathematical treatment of truncation errors, see [15].

2.8 Min-max normalization

It is a method for scaling data to a fixed range of values from minimum to
maximum. It is beneficial to prevent data analysis from being influenced by the
variation in time.

;2% (z—min(x))

v max(z) — min(z) ! (11)

where z is the original value of the wave, min(z) is the minimum value of the
wave in the data set, max(z) is the maximum value of the wave in the data set,
and z’ is the normalized wave value, scaled in the range —1 to 1.
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2.9 Metrics performance
The following metrics were used to evaluate the fit quality of the regression
models used in this study:

Sum of Squares Error (SSE): It measures the discrepancy between the ob-
served values and the values predicted by the regression model. It is calculated
by summing the squares of the differences between the actual values y; and the
predicted values g; [16]. A lower SSE indicates a better fit of the model to the
data. It is given by:

SSE = Z(yi —9i)? (12)

Degrees of Freedom for Error (DFEs): It represents the number of inde-
pendent observations in a model minus the number of estimated parameters,
including the intercept. DFEs are primarily used in assessing the statistical sig-
nificance of regression coefficients because they influence the error variance esti-
mation. It is given by:

DFE=n—-p-1 (13)

where n is the total number of observations and p is the number of predictors
in the model [17].

Coefficient of Determination R?: It measures the proportion of the variance
in the dependent variable explained by the regression model. R? ranges between
0 and 1, where a value of 1 indicates that the model perfectly explains the
variability observed in the data. It is given by

E
R2—1-35E (14)

where SST is the Total Sum of Squares, representing the total variability in the
data, although R? provides a general measure of model fit [18].

Adjusted R2: It is a modified version of the R? that takes into account the
number of predictors in the model. Unlike R2, adjusted R? penalizes adding
additional predictors that do not significantly improve the model. It is calculated
as:

R, =1-——"" = (15)

where n is the number of observations, and p is the number of predictors [19].

Root Mean Square Error (RMSE): RMSE measures the average magnitude
of the error in the model’s predictions. It is the square root of the average of
the squared errors and is expressed in the same units as the dependent variable,
which makes it easier to interpret [20]:

RMSE = ,/SSTE (16)
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2.10 Feature vector

Let p, @, 0, k, v be the mean, median, standard deviation, kurtosis, and skewness,
the statistical properties respectively of each SW and NW waveform. Let 7" €
RP*% be the vector of p points and s seconds corresponding to the Taylor Series
approximation points in each sec. The final feature vector is defined as

0= [T/“U/,f, U,I{,’Y] (17)

2.11 Feature Selection

In this paper, a feature selection algorithm was designed to reduce the number
of variables in the dataset, see Algorithm 1. Remember that the dataset contains
the Taylor approximation points and the statistical properties. For each second,
a Taylor approximation point was computed. Thus, each point represents a fea-
ture. This algorithm focuses on reducing these points because not all points are
equally representative of the overall signal. Therefore, those points that do not
provide significant information are identified and eliminated. For this purpose,
the algorithm compares the waveforms between the generalized equation and the
polynomial regression model of each SW and NW pattern, identifying the points
inside and outside the confidence interval. The points within the confidence in-
terval are considered redundant because they do not provide new or significant
information about the signal. These points are marked for elimination. There-
fore, the points of interest are those outside the confidence interval, see Figure 3.
This process allows a dimensional reduction of the dataset without losing the
most relevant aspects of the signal.

Algorithm 1 Feature selection algorithm

Input: f(x) (regression), z (Confidence interval), n (Regression duration),
Output: cols (Non-representative points of the regression)

1: cols < |

2:1+0

3: 2+ 0.2 // Choice according to the criterion
4: while i < n do

5: int_sup < f(i) +z-0 //o is the std

6: int_inf < f(i)—z-0

7 for j<i+1:ndo

8: if f(j) < int_sup and f(j) > int_inf then
9: cols < j
10: else

11: break
12: end if
13: end for
14: Ry

15: end while
16: return cols

- 43 -



13th Conference on Cloud Computing Conference, Big Data & Emerging Topics

3 Results

This section presents the results from the proposed pipeline for detecting and
classifying spike-and-wave epileptiform patterns in EEG signals. Three polyno-
mial regression models in the decision-making pipeline, namely Fourier, Gaus-
sian, and sum-of-sines, were evaluated with their metrics, to select the best model
that fits the EEG signal waveform. Table 1 shows the performance metrics for
the three polynomial regression models evaluated. Fourier regression stands out
for its superiority in all the assessed metrics. A higher R? and lower RMSE
values suggest a better fitting capacity and accuracy in representing SW wave-
forms. Gaussian regression also shows acceptable performance, with relatively
high value for R? and adjusted R2. In contrast, the Sum-of-sines regression pre-
sented significantly inferior performance, with a negative R? value and a high
RMSE value, suggesting a lack of ability to capture the characteristics of SW
waveforms. The Fourier regression was fitted for each EEG waveform from the

Table 1. Comparison of the three Polynomial regression models evaluated

Model SSE ‘DFE ‘RQ ‘Adjusted RQ‘RMSE‘
Gauss 755346.3235(155.8053(0.7367|0.7089 53.6163
Fourier 320986.8081|152.7788|0.9093]0.9020 26.5285
Sum-of-sines|825650.9445(146.7876|0.2540|-0.0936 64.9567

dataset. Remember that the dataset contains 339 SW and 441 NW signals, see
Section 2.1. This process yields 18 coefficients for each waveform. These are
averaged to generate a final generalized mother waveform equation, see equation
(18) with a morphology similar to that observed in the original signals, see signal
with blue color in Figure 3.

Fows () = 38.2296 + 14.6907 cos(0.0312 - z) — 134.96405in(0.0312 - )  (18)

— 95.5140 cos(0.0624 - ) — 4.63925in(0.0624 - x)

— 32.4604 c0s(0.0936 - x) + 55.7023 sin(0.0936 - x)

+30.1549 cos(0.1248 - =) +4.1776 sin(0.1248 - z)

+17.1263 cos(0.156 - ) — 22.0911 sin(0.156 - )
+5.1722c08(0.1872 - z) — 9.7515 5in(0.1872 - 2

+6.1877 c0s(0.2184 - ) — 1.8771sin(0.2184 - 2)

+ 4.3840 c0s(0.2496 - x) + 0.1376 5in(0.2496 - x)

Note that different Taylor series degrees generate good coefficients for a classifier
and detection scheme with low computational complexity and small errors. The
Taylor series approximation errors were calculated at each point of the genera-
lized Fourier function with the average of the coefficients. Remember that these
values are part of the input from feature vector Eq. 17 for the second stage of the
pipeline. Table 2 shows the cumulative errors of all signal points in each function
degree. Note that, in both Figures, as the degree of the Taylor series approxi-
mation grows until n=8, the error decreases until it becomes imperceptible.
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Fig. 3. Graphical representation of the generalized mother waveform (blue color) from
the Fourier regression, with its confidence interval of z = 0.2 (light blue rectangles)
and its points outside the confidence intervals from the Taylor series approximation
(red circles).

Table 2. Cumulative errors. E;: True error. F¢: Truncation error. Ey:Percent relative
error. €,: Normalized percent error

Taylor degree‘Et ‘EE ‘Et €a ‘
0 -60.7772  |-77.4907  |-7.7491e+05|1.5266e+-04
1 1.1755 -2.8812 1.0822e+-03 [9.0007e+03
2 0.2302 0.5151 66.0135 2.4176e+04
3 -6.2901e-04/-0.0066 0.1901 1.5160e+04
4 -5.2751e-04(-0.0011 0.1765 1.5225e+04
5 -1.6621e-06|2.3260e-05 {0.0076 1.5235e+-04
6 5.9759e-07 |1.1875e-06 |1.6747e-04 |1.5235e+04
7 4.0414e-09 |-2.8451e-08(2.9340e-06 |1.5235e+04
8 -4.4729¢-10|-7.9035e-10{1.2316e-07  |1.5235e+04

For the second stage of the pipeline, the feature vector contains the Taylor
series approximation points T of degree 8 at each point, with the statistical
properties i, T, o, k, v of the SW and NW signals. The proposed feature selection
algorithm 1 achieved a dimensionality reduction of 23%. For illustration, Figure 3
shows the confidence interval (light blue rectangles), the points T' outside the
confidence interval (red color) from the generalized Fourier function (blue color).
Remember that for the feature selection algorithm 6y, the points of interest are
those outside the confidence interval. 8, is the feature selection from the feature
vector 6, this vector was normalized to be tested in a machine-learning scheme.
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Three classical machine models, such as Decision Trees, SVM with Gaus-
sian kernel, and 10-nearest neighbors, were tested with 5. Table 3 shows the
variations of the classification models depending on the degree of Taylor appro-
ximation in terms of accuracy. All models perform well, but the Gaussian SVM
excels compared to the other models as the Taylor degree increases.

Table 3. Classification models comparison in terms of accuracy.

Taylor degree|Decision Tree‘SVM ‘IO-NN‘

0 0.8970 0.9310(0.8140
1 0.9420 0.9620(0.8330
2 0.8910 0.9290(0.8190
3 0.8900 0.9280(0.8200
4 0.8900 0.9300(0.8200
5 0.8890 0.9290(0.8210
6 0.8870 0.9280(0.8200
7 0.8860 0.9280(0.8210
8 0.8860 0.9300(0.8200

4 Conclusions

This work proposed an original two-stage pipeline to classify spike-and-wave
epileptiform patterns in EEG signals. The first stage is for decision-making and
the second is for feature selection and classification. At the decision-making
stage, polynomial regression models of Fourier, Gaussian, and sums-of-sines were
analyzed to find the best model that fits all the EEG waveform patterns, such
as SW and NW. The best model was Fourier regression based on error metrics.
From this model, a generalized waveform equation was computed, averaging all
its coefficients for all waveform patterns. This generalized equation was eva-
luated through the truncation error of the Taylor series. In the second stage,
a feature selection algorithm was designed. The algorithm computes the confi-
dence interval for the generalized equation and the Taylor coefficients given by
the polynomial regression model of each SW and NW pattern. The points inside
and outside the confidence interval are detected and compared. Only the points
outside the confidence interval were considered to yield a dimensional reduction
of this data. Finally, the algorithm output coupled with the statistical properties
of the SW and NW waveforms builds a vector to be used in a classification and
detection scheme. The Fourier regression achieved an accuracy of 96.2% using
the SVM classifier with a Gaussian kernel, allowing the detection of spike-and-
wave patterns.

In addition to its excellent performance, the proposed pipeline has a low com-
putational cost. The proposed pipeline’s main limitation is that it does not ex-
plicitly consider physiological and non-physiological artifacts. Future work will
focus on evaluating the proposed pipeline more extensively and studying robust
feature extraction methods using highly imbalanced data.
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Abstract. Most of the information about real estate for sale in the
Buenos Aires province, Argentina is unstructured, which means that it
does not always follow the same format, making extraction a challeng-
ing process. Variability in wording, human errors, noise, and incomplete
data further complicate the task. Given the large volume of information
available, automated techniques are required to transform unstructured
text into structured data. This article presents an approach to extract
attribute-value pairs from the information contained in the property list-
ings for the province of Buenos Aires, in order to incorporate this data
into a knowledge graph. The approach uses pattern-based information ex-
traction for 17 features with an exhaustive evaluation over two datasets:
a ground truth labeled by experts and a dataset containing a real-world
use case. The results demonstrates accurate values.

Keywords: Information Extraction - Rule-based matching - Natural
Language Processing - Knowledge Graph Completion

1 Introduction

Most of the information available on the Web is published in natural language,
making it challenging for machines to automatically process those data and draw
inferences from them. Automatic techniques are required to convert text into
information. To address this challenge, information extraction (IE) [3] techniques
are used to automatically identify and extract structured data from unstructured
sources.

Several cases, the result of the information extraction is inserted in a knowl-
edge graph (KG)[9]. Knowledge graphs [5] are structured representations of in-
formation in the form of entities connected by relationships. Since knowledge
graphs support automatic reasoning[14, 13|, they can be highly effective in im-
proving search engines and other analytical tools.
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Specifically, the information related to the Real Estate market is more avail-
able and updated on the Web rather than official information. Real estate market
information appears on the Web on specific sites, including a typical advertising
description with a set of structured information. The description is written in
natural language including information related to different relevant attributes in
the description of the building. This work is focused in real estate listing pub-
lished in Buenos Aires, Argentina which involves the use of Spanish language,
which is not well developed in most of the NLP tools. Hence, the difficult of
attributes detection in natural language is combined with the specific language
making that detecting this type of attribute is currently a challenge.

Thus, the addressed problem is to extract attribute-value pairs embedded
in the descriptions of real estate listings to improve a knowledge graph of real
estate domain. An attribute-value pair describes a relationship between a feature
(attribute) and its corresponding information (value). For example, an attribute
value pair could be {"address" : "calle 120 y 50"}.

There are several approaches to information extraction using Natural Lan-
guage Processing (NLP). A commonly used method is Rule-Based Matching
(RBM), which has been applied in various contexts, including medical record
analysis [4, 7]. This approach enables the identification of specific entities through
predefined rules, facilitating the structuring of information extracted from un-
structured documents. However, rule-based methods are not the only alterna-
tive for NLP. Supervised learning techniques, such as Named Entity Recognition
(NER), have proven effective in automatically identifying key terms in texts [8,
12]. In the domain of medical document information extraction, studies like [6]
have analyzed the current state of these techniques and potential future direc-
tions. Another relevant approach is the use of deep learning models. In the case
of evidence-based dietary recommendations, a rule-based named-entity recog-
nition method has been employed for knowledge extraction, as described in
[2] a rule-based named-entity recognition method for knowledge extraction of
evidence-based dietary recommendations. For the specific case of real estate list-
ings, few works are published. For example, a dissertation thesis about detecting
distressed real estate using NLP [10] with a english listing analysis. In Span-
ish, Tanevitch et. al [11] evaluate different IE approaches to extract features in
real-estate descriptions.

This article presents an approach for detecting real estate features in natural
language descriptions of real estate listings. The approach uses pattern-based
information extraction for 17 features. In addition, this article performs an ex-
haustive evaluation using traditional performance metrics such as precision and
recall over two datasets: a ground truth labeled by experts and a dataset con-
taining a real-world use case. Finally, the proposed approach is compared with
the one proposed by Tanevitch et. al. [11] on the same dataset, demonstrating
an overall improvement in performance.

The organization of this article is detailed as follows. Section 2 introduces
an overview of the workflow from getting raw data to make it structured. Next,
section 3 describes the real estate features that should be extracted from the
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listing description. Then, section 4 has a simple explanation of the approach
used for natural language processing. This is followed by the section 5, which
details the process of extracting attribute-value pairs for some of the most rel-
evant attributes. Moving on, the section 6 explains the data and metrics used
to evaluate the created evaluation patterns. Section 7 highlights the metrics of
the information collected. Finally, section 8 indicates conclusions and possible
improvements to be applied to the project as further work.

2 Data Workflow Overview

The process of obtaining and structuring data for the real estate observatory
involves to get the data and to structure it according a semantic model. Figure
2 shows a data workflow overview starting in obtaining data from the Web and
to save it on a Knowledge Graph. The Knowledge Graph follows a semantic
formlization in terms of an ontology. A real-estate-domain ontology [1] defines
the real-estate related components (such as Real Estate), their attributes (like
the address) and properties (i.a. publishedIn).

As shown in Figure 2, when data is tabular it can be directly mapped to the
Knowledge graph [1]. However, in natural language descriptions, since features
are embeded in the text, it is needed to apply an extra step to extract the
attribute-value pairs list, and then mapping them to the KG. The contribution
of this article expands on this module.

Tabular data

NLP > atributte/value pairs

Fig. 1. Data Workflow Image

3 Real Estate Features Description

This section describes the main characteristics of the attributes to be detected.
As real estate listings are published in the province of Buenos Aires, Argentina,
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the language in which all of this are written is in Spanish. However, the following
section will detail the features in English and some cases are detailed between
parenthesis with the Spanish version.

In particular, the real estate listing descriptions that are analyzed are written
for different audiences. Some listings are intended for those who are going to buy
a single family house, while other publications use a different vocabulary, as they
are intended for more technical profiles.

Address is one of the most relevant attributes to be detected since it allows
spatial localization. Four main writing formats can be generalized: mentions of
a street, with the height of the lot (“Av. 19 n°® 134”), mentions of 2 intersect-
ing streets (sp “calle San Martin y Villegas”), mentions of the main street and
between which it is located (sp “Calle 1 entre 2 y Mitre”), and addresses based
on lots (sp “lote 8 manzana E”) [11]. There are other references to less precise
locations that are not considered in this analysis, for example "Route 36 KM
11",

The FOT (in Spanish Factor de Ocupacion Total) is a coefficient that deter-
mines the maximum buildable area of a parcel or lot. There are different types
of FOT such as residential, commercial, industrial and others. In some cases the
type of FOT may include awards for more building. Finally, the units of the FOT
can be in square meters and its variants or in a proportion of the surface of the
lot. In the advertisements it usually appears in two forms, one where it is indi-
cated with the word “fot” or “FOT” followed by the numerical value (for example
“fot 0.9”) or also in natural language of the style "FOT maximum residential of
3" (sp. "FOT mdzximo residencial de 8").

It is necessary to identify whether the lot occupied by the property is irreg-
ular or not. The attribute seeks to identify land with irregular dimensions and
determine a truth value. Generally, the listings includes the word “irregular”, as
well as words such as "hammer", "trapezoid" or "triangular" (sp. "martillo”,
"trapecio", "triangular") in reference to the shapes that the lot possesses.

The lot side dimensions are the front and back measurements of a lot. When
lot is squared, listings usually refer to this feature (for example, sp "10 z 50",
"Frente: 10, Fondo: 50"), and may include the unit of measure. In irregular lots
more sizes can be mentioned since the shape is not squared, for example "10 x
50 x 30 x 40".

Some lots are located at the intersection of two streets, meaning they are
on a corner. The traditional ways in which this attribute appears are with the
words "corner", or phrases such as "it is located in the corner". The challenges
for this attribute is the appearance of references to nearby spaces, such as "police
station on the corner".

The characteristic neighborhood makes it possible to determine in which
subdivision of the locality the property is located. This characteristic is difficult
to recognize, even for humans, because the word "neighborhood" is usually omit-
ted in the description and the property is described as being within a spatial
delimitation with the expression "located in".
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Hence, it is also important to identify properties located in a gated urban-
ization. These are usually identified by phrases such as "closed urbanization" or
"closed neighborhood". In addition, some advertisement include additional in-
formation about other types of amenities, such as "club house". The properties
may belong to semi-enclosed neighborhoods or semi-gated urbanizations.
This feature is similar to gated community, except that it includes the term
"semi-closed" or similar.

The fronts attribute indicates the number of sides the lot has that are adja-
cent to any of the surrounding streets. Generally they have a single facade, but
there are lots that have access from more than one street, and in those cases
they will have more than one facade. The most common formats to mention the
facades of a lot are "lot with 2 facades", "exits to 3 streets", "the lot has access
from 3 fronts", or "lot with triple facade".

To indicate that the property has a swimming pool, the word "swimming-
pool" is usually used. The difficulty arises when multiple listings mention the
community swimming pools of a gated community or condominium. This feature
usually appears with other condominium amenities such as a gym, tennis court
or multipurpose room. And another less common difficulty, but one that also
occurs, is the mention of canvas swimming pools, which are not considered in
the detection of the feature.

The legal status about the possessory right of the property is analyzed to
determine whether the bidder has the right to the property or not. In particular,
the cases in which the legal condition of the land is of the type of usucapion,
cession of possession rights or possesses a contract of sale are detected. These con-
ditions are usually expressed with phrases containing the words "title", "rights",
"usucapion" or phrases such as "does not pay expenses until possesion".

If the building referred to has not yet been built, but the project has been
approved, the offer is called a pre-sale. The word "pre-sale" usually appears in
these cases, but it is also used to refer to a medium or long term investment, such
as financing, trust, installment or medium term possession. Phrases such as "de-
velopment opportunity" (sp. "posibilidad de desarrollo”, or "building proposal”
(sp. "propuesta de construccion”) are some examples.

The lots that cannot be subdivided are labeled under the undivided part
regime. In the listings is mentioned that the lot is a fraction of a larger lot without
legal subdivision, has an undivided part, says "undivided fraction" or says "it
has an undivided deed" (sp. "posee escritura indivisa"). In some cases, however,
the description states that they are not undivided or that the "subdivision is in
process," making the task of identification more difficult.

Identifying whether the lot has a part of its structure to demolish is relevant.
This is indicated in those advertisements where it is stated that the property
has a structure that does not add value, either because it is to be repaired or
destroyed, or in those ads where the structure does not add value to the sale.
Terms such as "to demolish" (sp. "a demoler”) or "ideal for builder" (sp. "ideal
constructor™) are used.
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The multioffer is an attribute that identifies those advertisements in which
several lots are offered in a single description. In general, they are characterized
by the use of the plural in the term lots, a number that indicates several lots for
sale. For example, "5 lots for sale" or "10m2 lots".

Those publications that describe an improvement that increases the value of
the land, which can be due to a house, a gate, a fence, a wall, etc., are considered
to meet the attribute called monetizable. This feature is complex because we
have to make sure that this construction corresponds to the land and that it is
not an intermediate project.

The condominium lot attribute attempts to identify the parcels that are
subject to the horizontal property regime. One of the difficulties with this feature
is that several notices include a denial, indicating that the lot is not subject to
horizontal property.

4 Information Extraction Rule Based

Rule-based matching is a technique for extracting information from unstructured
text by using predefined rules. The advantages of this method are that it is easy
to understand the rules by which information is extracted, not much data is
needed and the analysis does not require much computation. In general, the
disadvantages are usually related to the large amount of work that must be
applied to define the patterns for a given context, it is not a good approach
for identifying valuable information when faced with new formats in which the
information is found and it is necessary to refine the constructed patterns, so the
tool is usually run several times, correcting the patterns to improve performance.
One application of this technique could be done by manually defining unique
patterns based on explicit syntactic rules to identify words, phrases, or syntactic
structures. In particular, it is recommended to use this methodology to deal
with features where we have few examples, and for well-defined and constant
patterns, such as date recognition, URL formats, etc.

To carry out this strategy, we use Python’s SpaCy library, which consists of
three rule-based matching engines that will be explained below. The first one we
will explain is the Matcher, which is able to receive sequential patterns to search
within a description, asking for nouns, adjectives, prepositions, etc. in a specific
order. Another tool is the PhraseMatcher, which only requests text in a specific
order. Finally, the library provides the DependencyMatcher, which is able to find
syntactic dependencies between words that do not have to be consecutive. This
tool is very good for cases where we want to find patterns that do not follow a
fixed order.

5 Matchers Description
This section describes the most interesting matchers, however the complete im-

plementation of all the matchers is availbe at https://github.com/cientopolis/
0VS-extractor-idis.
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Regarding the detection of the address attribute, there is a Matcher struc-
tured in the four possible formats, each of which has its own set of patterns.

In order to introduce the address strategy, the following matcher example
will detail one of the four cases. In particular, when an address that mentions
a street between two others. In detail, the particular case that contains the
names of three streets, one of which is numeric followed by the house number,
for example sp "calle 7 n° 1231, entre calle Moreno y San Martin bis".

One extract of the matcher is described in Listing 1.1. It shows from line 9
to 11 the detection of the street name, then lines 12 to 15 the house number.
Following, lines 16 to 17 a connector, then line 18 to 20 the 18-20 the name of
the first adjacent street, line 21 for a connector, and finally lines 22 to 24 detect
the name of the second adjacent street.

Listing 1.1. Extract from the matcher to address detection

CALLE_SINONIMOS = ["bv.", "bv", "avs", "avs.", "av","av,"...]
CALLE_SEGMENTO = ["bis", "Bis", "BIS"] + LETRA_MAYUSCULA
NUMERO_SINONIMOS = ["numero", "numeros", "nro", ... ]
ANTE_NUMERO = ["km", "al", "altura", "altura:", "alt", ... ]
MEDIDAS = ["metro", "metros", "m", "ms", "mt", "mts", ...]
ENTRE = ["e/", "entre", "a", "a/", "esquina", "esq", "esq."]
INTERSECCION = ["y", "e", "esquina", "esq", "esq."]
[

{"LOWER": {"IN":CALLE_SINONIMOS}, "OP": "?"},

{"POS": "NUM"},

{"ORTH": {"IN": CALLE_SEGMENTO}, "OP": "?"},

{"LOWER": {"IN":NUMERO_SINONIMOS+ANTE_NUMERO}, "OP":"x"},

{"IS_PUNCT": True, "OP": "7?"},

{"LIKE_NUM": True, "QOP": "?"},

{"IS_PUNCT": True, "QP": "?"},

{"LOWER": {"IN": ENTRE}},

{"POS": "DET", "QP": "?"},

{"LOWER": {"IN":CALLE_SINONIMOS}, "OP": "?7"},

{"pOS": {"IN": ["PROPN", "NUM"]}, "OP": "{1,3}"},

{"ORTH": {"IN": CALLE_SEGMENTO}, "OP": "?"},

{"LOWER": {"IN": INTERSECCIONZ}},

{"LOWER": {"IN":CALLE_SINONIMOS}, "OP": "?"},

{"pOS": {"IN": ["PROPN", "NUM"]}, "OP": "{1,3}"},

{"ORTH": {"IN": CALLE_SEGMENTO}, "OP": "?7"}
]

The following is an example of a pattern for the address format as a lot,
because this is completely different from the other three formats. In this case,
it would be matched with something similar to sp. "lote nro. 5 en manzana E".
The fragment of the matcher can be visualized in the listing 1.2. Lines 7 to 9
detect the lot name, line 10 for a connector, then 11 to 13 detect the block.

Listing 1.2. Extract from the matcher to lot address detection

NOMBRE_LOTE = ["NUM", "PROPN"]
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SOBRE_SINONIMOS = ["en"]
MANZANA_SINONIMOS = ["manzana", "mz", "mz.", "mza", "mza."]
LETRA_MAYUSCULA = [ ]
[
{"LOWER": "lote"},

{"LOWER": {"IN":NUMERO_SINONIMOS}, "OP":"x"},
{"pOs": {"IN": NOMBRE_LOTE}},

{"LOWER": {"IN": SOBRE_SINONIMOSZ}, "OP":"?7"},
{"LOWER": {"IN": MANZANA_SINONIMOS}},
{"LOWER": {"IN":NUMERO_SINONIMOS}, "OP":"x"},
{"TEXT": {"IN": LETRA_MAYUSCULA}}

Six patterns have been created for the FOT matcher, combining the different
alternatives for its appearance. The listing 1.3 shows a fragment of the matcher
for cases of the form sp. "fot residencial de 50 m2". Line 6 detects the word "fot"
and its variants, then line 7 detects the type of fot, line 8 detects connectors,
line 9 detects the fot number, and line 10 detects unity.

Listing 1.3. Extract from the matcher to detect FOT

TIPOS_FOT = ["residencial", "comercial", "industrial", ...]
FOT_SINONIMOS = [’fot’, ’f.0.t’,’F.0.T’,’Fot’,’F.o0.t’,?FOT:’]
FUT CONECTDR = [lldell’ ll:ll’ llesll’ ll’ll’ ll.ll’ ||=ll]

FOT_UNIDAD = ["m2", "mts2", "metros2","metros,cuadrados",...]

[ {’LOWER’: {’IN’:FOT_SINONIMOS}},
{"LOWER": {"IN":TIPOS_FOT}, "OP":"?"},
{"TEXT":{"IN":FOT_CONECTOR}, "QP":"x"},
{"PUS"Z "NUM"},

{"LOWER" :{"IN":FOT_UNIDAD}, "OQOP":"?"}

To detect the value of the fronts attribute, rules are defined based on a
DependencyMatcher, which has a pattern for each of the mentioned formats.
The listing 1.4 shows the pattern. The matcher includes three blocks. The first
block (lines 2 to 3) detects the word "exit" (sp "salida”). The second block (line
4 to 7) detects the any word with an oblique nominal syntactic dependency with
the first block. And the third block, finds a word with a numerical dependency
with the second block. In conclusion, the extract of Listing 1.4 could detect texts
similar to "exit to 3 streets" (sp. "salida a 3 calles"), where "salida" is the root,
"calles" has the oblique dependency to the root, and "3" has the numerical
dependency to "calles”.

Listing 1.4. Extract from the matcher to detect fronts

[
{ "RIGHT_ID": "frentes",
"RIGHT_ATTRS": {"LOWER": "salida"}},
{ "LEFT_ID": "frentes",
"REL_QP": ">",
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"RIGHT_ID": "calles",
"RIGHT_ATTRS": {"DEP": "obl"},},
{ "LEFT_ID": "calles",
"REL_OP": ">,
"RIGHT_ID": "num",
"RIGHT_ATTRS": {"DEP": "nummod"},}

] 2

6 Evaluation

This work evaluates the performance of the rule-based approach in detecting
attribute-value pairs in real estate descriptions.

The evaluation of the approach will include the analysis of the performance
in the detection of attributes in terms of precision, recall and fl-score, then a
comparison with previous works, and finally the performance in real dataset of
real estate advertisements. The patterns are applied to a massive dataset, and
to measure the results in this context based on a portion of the graph. Here, the
goal is to analyze what happens with unreviewed data.

6.1 Metrics

In order to analyze the performance of the approach, precision, recall, fl-score
metrics and accuracy are used.

Precision is calculated using Equation 1, where TP represents the pairs cor-
rectly recognized, and FP refers to cases where the model identified attribute-
value pairs that were not actually present.

.. TP
Precision = TP . TP (1)
Precision allows us to assess the model’s ability to correctly identify attribute-
value pairs.

Recall measures the model’s ability to identify all correct pairs and is com-
puted according to Equation 2, where TP represents the pairs correctly recog-
nized by the tool, and FN refers to mentions that should have been recognized
but were not.

TP
Recall = m (2)

The fl-score is a harmonic measure that combines precision and recall. cal-
culated using Equation 3 and is
Precision - Recall

F1- =2. 3
seore Precision + Recall (3)

Finally, accuracy is the amount of correct elements detected overall. This
is particularly useful in the evaluation of the real-case OVS dataset since the
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records were randomly selected and there are features that may contain only
true negative occurrences, so this metric would be the only representative one
in this cases. The formula is given in the equation ?77.

TP + TN
TP + TN + FP + FN

(4)

Accuracy =

6.2 Datasets

Ground truth The ground truth is comma separated files with 321 tuples.
Each tuple contain the actual listing text of a real estate advertising and the
values of the 17 attributes for each description. The dataset was manually tagged
by experts in the study of real state.

Real-case OVS The real case dataset is a comma separated file that contains
320,000 real estate advertising descriptions without any type of tabular data.
This file represents a real-world case in the domain, as it was constructed us-
ing automated techniques. As a result, the information may be incomplete or
unnormalized, and variable distribution could be uneven.

7 Results

In order to evaluate the approach, two evaluation steps were done. The first ana-
lyze the approach with the ground truth dataset and also compares the resulting
performance with the one introduced by Tanevitch et al.[11]. The second evalu-
ation uses the Real case OVS dataset, taking as a first step the occurrences of
each variable across the 320,000 tuples, and then extracting 100 random tuples
to rerun the approach. A manual analysis of the results was then performed for
each attribute to calculate the various metrics.

7.1 Ground truth results

Table 1 resumes the values obtained for each metric comparing the performance
of this article contribution with Tanevitch et al.[11] approach. The first column
details the analyzed attribute. Then, there are two blocks of columns. Each block
includes the values of metrics precision, recall and F1-Score. Note that in the
Tanevitch et al. approach, patterns were designed for only 8 of the 17 features
in question, which is why the metrics are "n/a" in several cases.

Almost all metrics were improved in the approach proposed in this contri-
bution. And, none of the metrics decreased the value. The most significantly
improvements were related to attributes address, fronts and dimensions. Ad-
dress precision improved 0.75 points, recall improved 0.13 points, and conse-
quently fl-score improved 0.38 points. Fronts precision improved 0.07 points,
recall improved 0.52 and F1-score improved 0.4. And, dimensions precision im-
proved 0.02, recall improved improved 0.26 points and F1l-score 0.17. Most of
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the improvements are related to the extensive of the cases in the definition of
the matchers. For example, some matchers, as address extends the number of
cases that Tanevitch et al. included in their approach.

Table 1. Metrics comparison: Tanevitch et al. vs actual contribution

Attribute Tanevitch et al. Actual contribution
Precision|Recall|F'1 Score|Precision|Recall|F1 Score
Address 0.24 0.59 1]0.34 0.78 0.72 10.72
FOT 0.85 0.92 10.89 1.00 0.96 10.98
Irregular 1.00 0.70 10.83 1.00 0.90 10.94
Dimensions 0.85 0.54 1]0.66 0.87 0.80 10.83
Corner 0.90 0.92 |0.91 0.90 0.92 1]0.91
Neighborhood 0.45 0.26 10.33 0.54 0.43 10.48
Fronts 0.88 0.38 10.53 0.95 0.90 10.93
Swimming Pool 0.76 0.97 10.85 0.82 0.97 10.89
Gated Urbanization n/a n/a |n/a 0.97 0.97 10.97
Legal Status n/a n/a |n/a 0.94 1.00 |0.97
Semi-gated Urbanization|n/a n/a |n/a 1.00 0.94 (0.97
Pre-sale n/a n/a |n/a 0.94 0.94 10.94
Undivided n/a n/a |n/a 0.88 1.00 |0.94
To Demolish n/a n/a |n/a 0.97 0.97 10.97
Multioffer n/a n/a |n/a 0.79 0.97 (0.87
Monetizable n/a n/a |n/a 0.98 0.96 [0.97

7.2 Real-estate OVS results

As a first step, the proposed approach was executed on the 320,000 tuples of the
complete dataset. The goal of this execution is to count the occurrences and then,
analyze in a portion of the cases the accuracy of the approach. Table 2, has two
columns, the first column has the attributes and, the second column the number
of detected occurrences of each attribute. As can be seen, the attribute monetiz-
able had the most number of occurences of 275,510 occurences. Then, it decrease
the amount of occurrences with the attributes swimming-pool, dimensions and
address. Swimming-pool had 68,144 occurrences. Dimensions had 64,911 occur-
rences, address had 67,457 occurrences. For the rest of the attributes, the value
decrease and the less appearance was for legal status with only 270 occurences.

Second, 100 random cases present in the Real-estate OVS dataset were se-
lected for a manual analysis in order to define precision, recall, fl-score and
accuracy. The manual process analyze each description in natural language and
check if the attribute appears and how the approach of this article detect or note
the value of the attribute.

The results are shown in table 3. The first column contains the attributes,
where the 17 defined attributes are mentioned, followed by the metrics to be
used. It is important to note that some features may not be covered in the
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Table 2. Number of matches detected on real-case ovs dataset

Attribute Occurrences||Attribute Occurrences
Address 67457||Gated Urbanization 19450
FOT 5728||Legal Status 270
Irregular 2159||Semi-gated Urbanization 1152
Dimensions 64911||Pre-sale 738
Corner 18905||Undivided 395
Neighborhood 35437||'To Demolish 25857
Fronts 2350(|Multioffer 3318
Swimming Pool 68144 | Monetizable 275510
Condominium Lot 339

ground truth due to their rarity in the dataset, and for this reason the model
fails to detect them, obtaining an fl-score of 0. However, this is not a problem,
as the accuracy metric shows that the model works correctly, confirming that it
has adequately not identified these features.

The results shown that corner, dimensions and monetizable are the best
recognized attributes. Corner had 0.93 points of fl-score, dimensions had 0.88
points of fl-score and monetizable 0.81 points of fl-score. Several attributes are
not recognized. However, none of them included false positives. Irregular had the
maximum precision value but a low recall value. That means that the matcher
is not taking into account several other cases about that attribute.

The results shown that the first 8 attributes did not worsen much their f1-
score with respect to the table 1, since some attributes improved (fronts and
neighborhood), others remained practically the same (corner and dimensions)
and others worsened (address, irregular, swimming pool). Due to their low fre-
quency, the attributes FOT, condominium lot, semi-gated urbanization, legal
status, pre-sale, undivided and to demolish were left with non occurrence (n.o.)
value.

It should be noted that the multioffer and monetizable matchers acquired
good metrics, even if the monetizable attribute is the one that usually has the
most occurrences.

Table 3. Comparison of Precision, Recall, F1-score, and Accuracy for 17 attributes.
Those attributes without occurrences are labeled with n.o.

Attribue Precision Recall F1 Accuracy‘Attribute Precision Recall F1 Accuracy
Address 0.56 0.41 0.47 0.69 Gated Urbanization 0.60 1.00 0.75 0.98
FOT n.o. n.o. n.o. 1.00 Semi-gated Urbanization n.o. n.o. n.o. 1.00
Irregular 1.00 0.33  0.50 0.98 Legal Status n.o. n.0. 1.0. 0.99
Dimensions 0.91 0.85 0.88 0.91 Pre-sale n.0. n.0. 1N.0. 1.00
Corner 0.87 1.00 0.93 0.98 Undivided n.o. n.o. n.o. 1.00
Neighborhood 0.41 0.50 0.45 0.68 To Demolish n.o. n.o. n.o. 0.97
Fronts 1.00 1.00 1.00 1.00  |Multioffer 0.67 0.55 0.60 0.92
Swimming Pool 0.67 1.00 0.80 0.99 Monetizable 0.74 0.90 0.81 0.84
Condominium Lot n.o. n.0. 1N.0. 1.00
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8 Conclusions and future work

This article introduces a rule-based matching approach to detect 17 real estate
features. The article details an overview of the general workflow of a data analysis
in the Land Value Observatory (OVS in spanish), then a feature explanation
is described and it is followed by a detailed explanation of the most relevant
implemented matchers.

Compared with a previous approach, the one introduced in this article shown
a relevant improvement of the precision, recall and F1 metrics in all the at-
tributes. Also, our approach increased the number of attributes detected with
good accuracy. In addition, our approach was executed to analyse a real es-
tate offer dataset of 320,000 advertisements from Buenos Aires, Argentina. The
evaluation demonstrated several occurences of all the attributes distinguishing
monetizable and address as the most relevant, and legal status as the lowest
presence.

As further work, an extended evaluation is mandatory, in order to have more
evidence about the attributes that in this article appear without occurrences.
In addition, the combination of this approach with other NLP techniques to
improve the different performances of the matchers could be done.
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Abstract.

The need to develop intelligent and innovative solutions to reduce pollution gen-
erated by Waste Electrical and Electronic Equipment (WEEE) led to the con-
struction of a WEEE prediction model based on neural networks. The infor-
mation supporting the model is derived from data obtained through a survey, as
well as historical data on WEEE generation in Ecuador. The model aims to esti-
mate waste generation within a specific month and year. Neural network algo-
rithms were used for the model's functionality due to their adaptability to dy-
namic data like the ones utilized. The development of this model considered five
phases: data collection, preprocessing, model generation, model application, and
verification and continuous improvement. It is concluded that the proposed
model provides a detailed description of the architecture, phases, and procedures
required for its operation, facilitating its understanding and subsequent imple-
mentation.

Keywords: Prediction Model, Neural Networks, WEEE

1 Introduction

In recent years, prediction models have become a constant on a global scale in disci-
plines such as medicine, economics, and environmental science, among others, due to
their ability to anticipate events and thus enable well-reasoned and precise decision-
making [1]. From a general perspective, predictive models are tools designed to forecast
future behaviors and trends, aiming to anticipate specific outcomes based on historical
data and current information sources such as structured surveys, transaction records,
databases, and more [2].
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Prediction models are widely implemented in institutions of various fields because
their scope is not limited to professional applications but also extends to everyday ac-
tivities [3]. In this regard, leveraging predictive models is an advantage for making
informed and statistically grounded decisions [4]. Through a data collection process,
prediction models can perform a detailed analysis of the available information, allow-
ing for the anticipation of various scenarios [5].

Prediction models integrate mathematical and statistical components into their struc-
ture, requiring historical data and other information sources for their training and oper-
ation [6]. The development of these models involves specific stages, such as data col-
lection, data cleaning, preprocessing, progressive training, and validation, requiring
technical implementations like parameter tuning, feature selection, and performance
evaluation [7].

In independent developments, these models are often built in environments like Py-
thon, implementing machine learning and deep learning algorithms [8]. Python inte-
grates specific libraries and frameworks for the development of predictive models, such
as Scikit-learn, TensorFlow, Keras, and PyTorch; tools that not only facilitate the im-
plementation of machine learning algorithms but also provide resources to optimize
model performance [9]. As a result, a significant number of companies and independent
developers lean towards the Python environment to manage the development of predic-
tive models, adapting to its flexibility, accessibility, and power [8].

In this context, neural network algorithms represent one of the most powerful tools
for identifying complex patterns and trends [10]. These networks have an outstanding
ability to automatically learn relationships in accordance with large volumes of data
[11], [12]. Neural networks consist of a structure made up of interconnected layers,
called neurons, categorized into: input layer, hidden layers, and output layer [13], [14].
These layers are necessary to process and transform the information integrated into the
model, progressively manipulating it in order to structure patterns [15].

Prediction models based on neural networks represent an essential component in the
predictive context, as their structure enables the identification of complex and non-lin-
ear relationships in large volumes of data, detecting underlying patterns and behaviors
that could otherwise go unnoticed [16]. Neural networks have the ability to learn and
generalize from data, constantly adapting to the presented datasets [17], [18]. These
types of models are essential for addressing complex problems, considering the non-
linear interactions between the structured variables [19].

Unlike other models, such as linear regression or traditional statistical methodolo-
gies, neural networks, through their layers, are capable of capturing complex non-linear
relationships between input and output variables. This is due to their ability to learn
hierarchical representations of the data [20], [21]. While linear regression is based on a
linear relationship between variables, neural networks do not rely on such relationships,
requiring more complex structures that enable the identification of a broader range of
patterns [22].

The pollution generated from waste originating from electrical and electronic de-
vices (WEEE) represents an environmental risk [23], [24]. The degradation of these
components not only releases toxic substances that degrade the soil and contaminate
water, but also contributes to the accumulation of waste in the ecosystem [25]. In this
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sense, developing a WEEE prediction model would not only make it possible to deter-
mine the amount of waste generated, but also promote a sense of awareness among the
public.

2 Model Development

Considering the issue, a prediction model was developed to detect the amount of WEEE
generated in the city of Guayaquil. The model is based on information gathered through
a survey and historical data on WEEE generation in Ecuador. In its functionality, it
allows the selection of a specific year and month for the WEEE projection, enabling
the estimation of the amount of waste generated during that period.

In this context, neural network algorithms were selected for the model development
due to their power and adaptability to dynamic and non-linear data, as they allow for
progressively adjusting the weights during the training process. However, difficulties
also arose during the implementation process, such as the need to incorporate a consid-
erable amount of data, structuring the model parameters, configuring the activation
function, and other inherent technical issues. Despite these challenges, neural networks
demonstrated outstanding results in the accuracy of the predictions, as the coefficient
of determination was compared with results obtained using linear regression algo-
rithms, where neural networks performed better in fitting the predictions to the data.

The WEEE generation prediction model required multiple phases and procedures in
its development, which could be complex to understand or implement. As a result, three
diagrams were designed to graphically illustrate its structure and functionality: the con-
ceptual framework, which broadly addresses the different phases of the predictive
model; the conceptual and technical framework, which shows the phases with their re-
spective inherent processes; and the technical framework, which describes the technical
procedures in detail.

2.1  Conceptual Framework

In an effort to contextualize the implementation of the predictive model, the initial step
is to explain, in a generalized manner, the phases that integrate the neural network,
particularly in the prediction of electronic waste. In this sense, the phases described in
the conceptual framework (Fig. 1) of the model are: Data Collection, Preprocessing,
Model Generation, Model Application, and Verification and Continuous Improvement.

Data represents the foundation of a predictive model, as it allows for the structuring
of statistical analyses and machine learning procedures, which enable the detection of
patterns, trends, and other relationships between the involved variables [26]. In this
sense, data collection was an essential phase in the model's development, as it gathered
consistent information on WEEE generation in Guayaquil. In the context of the project,
data collection was managed through a survey directed at Guayaquil residents, where
dimensions related to the production, disposal, and management of WEEE were ad-
dressed.

Subsequently, the survey responses from Guayaquil residents will be stored in the
records. However, this data cannot be directly implemented into the model, as it re-
quires preprocessing to clean, filter, and standardize it into the appropriate format.
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During preprocessing, the survey records were cleaned and standardized, lemmatized,
redundant data was removed, and potential errors inherent in the migration process
were corrected.

Once the data processing and cleaning were completed, the next step was to define
the variables that would be part of the predictive model. In this regard, 15 input varia-
bles were defined, which are: YearProjection, Income, EducationLevel, ResidenceA-
rea, RecyclingFrequency, TV Disposed, Computer Disposed, Batteries Disposed,
BasicMobilePhone Disposed, VideoGameConsole Disposed, Tablet Disposed,
SmartMobilePhone Disposed, SmartAppliances Disposed, HomeAutomationDe-
vices_Disposed, and Other Disposed. Similarly, an output variable was also structured,
defined as "TotalProductsDisposed."

With the definition of variables, the next step was the structuring of the neural net-
works, where the algorithms were configured, and the data was split into training and
testing sets, followed by the management of the model's training. Once the training
process was completed, and after technical implementations, the model was able to
generate projections on the generation of electrical and electronic waste in the context
of Guayaquil, for specific time periods; defined in terms of year and month.

Red neuronal para predecir residuos
electrénicos - marco conceptual

@ Recoleccitn de datos @ Preprocesamienta @ Generacién del modelo

« Se recopilan datos a través de + Seidentifican factores clave como e
encuestas realizadas a + Los datos se limpian, tipo de dispositivo, cantidad de
ciudadanos de la cludad de organizan y validan para dispesitivos, la ubicacion y el nivel
Guayaquil. Su uso. educativo.

@ Verificacién y mejora continua @ Aplicacién del modelo

+ Validacion de las predicciones y ajustes » El modelo se utiliza para predecir la
basados en nueva informacion para generacion de residucs electronicos en
mejorar la precisidn del modalo. distintos periodos de tiempo.

Fig. 1. Conceptual Framework of the WEEE Generation Prediction Model.

Although the model, in its application, is capable of generating projections on WEEE
generation in Guayaquil, this does not guarantee that the predictions will be accurate or
consistent. Therefore, a process of verification and continuous improvement is re-
quired. This process not only includes statistical metrics or verification methods such
as cross-validation/stratified "K-Fold," Bootstrap Sampling, or efficiency comparisons,
but also takes into account emerging information in the field of WEEE generation, in
order to readjust and calibrate the model, ensuring alignment with the projections.

2.2 Conceptual and Technical Framework

In the previous section, the conceptual framework was explained, where the phases that
make up the prediction model for WEEE generation were discussed in a generalized
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manner. However, it is important to highlight that, although each phase of the concep-
tual framework was explained independently, they also integrate specific technical pro-
cedures that contextualize the implementation of the model. In this regard, the concep-
tual and technical framework (Fig. 2) serves as an intermediary between the general
overview of the model and the specific details, graphically representing the structure
and processes that constitute it.

In data collection, a technical process is manifested, which involves both gathering
information through structured surveys, the results of which are downloaded into a CSV
file, and the review and extraction of historical data, which will be necessary to com-
plete the information. This technical procedure enabled the collection of data in an in-
tegrated manner, as it not only considered the survey results but also historical data
from government research, which was essential to contextualize the incidence of WEEE
in Ecuador.

In turn, the preprocessing phase integrated 3 technical procedures: data preparation,
the creation of new columns, and the export of processed data. These technical proce-
dures ensure the standardization, consistency, and quality of the data, collecting it in a
structured manner that aligns with the needs of the predictive model. Similarly, the
procedures made it feasible to work with cleaned and filtered data, which will reduce
the margin of inconsistencies or errors in later stages.

Proceeding to the next phase, the model generation comprised 3 technical proce-
dures: feature selection, feature loading, and data normalization. In these procedures,
not only were the features that form part of the model defined and selected, but their
values were also categorized and adjusted, corresponding to their specific variable type.

Subsequently, the model application continued with 4 technical procedures: data
splitting, neural network design, model configuration, and model training. These pro-
cedures form the foundation of the predictive model, as they not only encompass the
configurations of the neural networks but also require the processed data from the pre-
vious phases to manage the training process. This allows for the structuring of predic-
tions regarding the generation of WEEE in the context of Guayaquil.

Finally, the process concludes with the verification and continuous improvement
phase, which integrates 2 technical procedures: model validation and storing the trained
model. These procedures not only ensure the efficiency, accuracy, and reliability of the
predictive model but also prepare it in an appropriate format for future implementation,
where it does not require retraining, but rather adjustment or updates in alignment with
new relevant data in the field of WEEE management.
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Fig. 2. Conceptual and Technical Framework of the WEEE Generation Prediction
Model

2.3 Technical Framework

In a generalized manner, the phases that integrate the WEEE generation prediction
model have been reviewed, along with their respective specific procedures. However,
in the conceptual and technical diagram, these procedures are represented as numbers,
requiring a detailed breakdown that clarifies their functionality and relationship within
each phase of the predictive model. In this context, a technical framework (Fig. 3) was
structured to illustrate the procedures managed during the development of the WEEE
generation prediction model, where these are presented and graphically linked, allow-
ing the workflow to be visualized.

Initially, the technical procedures begin with data collection through a Google Forms
survey, where the questions address dimensions such as the area of residence in
Guayaquil, average income, education level, recycling and disposal frequency, as well
as the disposal of specific electrical and electronic components such as televisions,
computers, phones, consoles, appliances, etc. The responses obtained from these stra-
tegic dimensions were stored in a CSV file for subsequent analysis.

It is important to remember that preprocessing involves three technical procedures:
data preparation, creation of new columns, and data export. Data preparation refers to
the procedure of lemmatization, removal of redundant values, and error correction. On
the other hand, the creation of new columns involves structuring additional variables to
enhance the model, such as the quantity of recycled and disposed products. Similarly,
in the data export process, the filtered information will be stored, compressed into a
CSV file, a suitable format for processing in subsequent development stages.
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Subsequently, in the model generation phase, technical procedures are involved that
format the preprocessed data, including variable selection, loading of input and output
variables, and data normalization. Variable selection refers to the process of identifying
features that align with the context of the model, such as YearProjection, ResidenceA-
rea, Computer Disposed, among others. In contrast to selection, loading the input and
output variables represents the structured assignment of these variables, formally load-
ing them into the model's script. Next, it is necessary to normalize the data by adjusting
their values accordingly, meaning scaling them within a range that is homogeneous for
all variables.

The application of the model includes data splitting, the design of the neural network
layers, the configuration of the optimizer and loss function, and the neural network
training process. In the data splitting phase, the preprocessed data is divided, with 80%
allocated to the training set and 20% to the test set. On the other hand, neural networks
need to be structured in layers that serve specific functions: the input layer, consisting
of 128 neurons, which is responsible for receiving and processing the model's input
variables; the hidden layers, with 64 neurons, which apply non-linear transformations
to the data through ReLU activation functions; and the output layer, composed of a
single neuron, which performs a linear activation that generates the model's final pre-
diction.

The configuration of the optimizer, using "adam," is responsible for adjusting the
weights of the neural network, adapting to different learning rates during training.
Meanwhile, the loss function estimation is managed through Mean Squared Error
(MSE), as it allows determining the difference between the generated predictions and
the actual values. Finally, the training of the neural network was set to 200 epochs, as
this iteration range allows the model to progressively and consistently adjust its
weights, until an appropriate convergence is achieved.

Concluding the phases, the verification and continuous improvement of the model
encompasses evaluation metrics and saving the trained model. Evaluation metrics refer
to the validation processes used to quantify the model's efficiency, as its performance
after the training phase does not necessarily indicate adequate predictive capacity, re-
quiring further analysis to substantiate its efficiency. The evaluation metrics imple-
mented in the model were: comparison between neural network algorithms and linear
regression, statistical evaluation metrics (Mean Squared Error, Root Mean Squared Er-
ror, and Coefficient of Determination), K-Fold cross-validation, Stratified K-Fold val-
idation, and the Bootstrap Sampling method. Additionally, a subsequent validation was
considered, aimed at checking the correspondence between the generated predictions
and actual values through new data collection. Finally, the trained and validated model
was saved in a .h5 file for later reuse, as this format allows storing both the defined
weights and the model's architecture, enabling its loading without the need for retrain-

ing.
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Fig. 3. Technical Framework of the Developed Prediction Model

3 Conclusion

The previously reviewed frameworks allow for a generalized, transitional, and technical
comparison of the phases and processes involved in the development of the WEEE
generation prediction model. In the conceptual framework, the five phases managed in
the predictive model were visualized, providing a broad explanation of their focus and
relationship. Subsequently, the conceptual and technical framework presented the
phases of the predictive model, each with its respective technical procedures, which
were mentioned and addressed in a generalized manner. Finally, the technical frame-
work of the model detailed the technical procedures, specifying and addressing them in
their entirety.

Based on the above, the review of the frameworks not only enabled a progressive
understanding of the architecture, phases, and procedures of the WEEE generation pre-
dictive model, but also successfully summarized the components covering each dimen-
sion of the process, providing a coherent visual representation and understanding of the
flows and adjacent relationships between the structural factors of the predictive model,
ensuring its efficiency when applied. Similarly, these representations help contextualize
the macro and specific structure of the predictive model, contributing to the identifica-
tion of inconsistencies or areas for improvement to consider in future implementations.
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Abstract. ALERTAR system aims to assist healthcare providers in identifying
early clinical deterioration in hospitalized patients on general wards. Its
cloud-fog-edge architecture uses only mobile devices at the fog and edge levels
to simplify its operability. As a critical healthcare system, it is of utmost
importance to provide resilience across multiple layers of the architecture. To
tolerate faults, the system can dynamically migrate devices between the fog and
edge layers. This work focuses on describing an automated and secure login
method for this system. To reduce user intervention and simplify system use,
the login process has been automated by storing session credentials and
utilizing a fog-level device discovery process. The design of the login
mechanism is aligned with the strict security requirements of the system,
considering the sensitivity of the data and the criticality of the service. This is a
work in progress so performance evaluations are still pending.

Keywords: Early Warning System, Cloud-Fog-Edge, Resilient mHealth System

1. Introduction

Early Warning Systems (EWS), such as the National Early Warning Score
(NEWS) 2 [1], aim to assist healthcare providers in identifying early clinical
deterioration in hospitalized patients on general wards [2]. EWSs classify
patients into different levels of severity or risk of developing a condition,
based on clinical information such as comorbidities, vital signs, and level of
consciousness. The EWS specifies the parameters of interest, and a score is
calculated from the values measured in each patient. Finally, the score is used
in a scale defined by the EWS that indicates the patient's risk classification.
Every so often (usually within hours), a patient's new score is recalculated to
understand their progress. EWSs can improve the quality of care and
contribute to reducing unexpected mortality by increasing the frequency of
nursing check-ups in more seriously ill patients and reducing them in less
seriously ill patients [3, 4].
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While EWS can be implemented through manual calculations, it increases
workload and is prone to errors. If an Electronic Health Record (EHR) system
is available, EWS could be integrated into it. However, conventional EHR
systems, whose primary purpose is documentation, may not be suitable for
effectively implementing a solution to support an improved patient care
process based on EWS results. Even if its implementation were possible, the
solution would not be portable to other EHR system. Our solution, the
ALERTAR system, is a standalone system designed to guide and direct a care
process centered on the patient, their disease, and the dynamic outcome of the
EWS. ALERTAR is complementary to a EHR system and interoperable with
them through the Fast Healthcare Interoperability Resources (FHIR) protocol
developed by Health Level Seven International (HL7). Thus, the solution
could be easily adopted by any institution.

The nursing surveillance process is guided by visual and audible alerts on staff
members' mobile devices, indicating proximity or delay in follow-up visits.
The interval between visits is determined based on the risk level estimated by
the EWS(s) associated with the patient, based on clinical data manually
entered by healthcare staff or captured by sensors. Early warnings are also
issued regarding changes in risk level to enable rapid response by the medical
team. Physicians receive alerts on their mobile devices and, to assess the
patient's progress, have access to an EHR focused on the patient's condition.

ALERTAR has some specific characteristics that make it stand out. The system
must be secure and resilient against component and communication failures,
since it handles sensitive data and is vital for patient care. Additionally, the
only equipment required from hospitals are mobile devices. This not only
simplifies system deployment and administration but also increases resilience
by allowing devices to migrate from the edge to the fog layer.

Related works on similar healthcare applications do not consider resilience in
their architecture [5, 6, 7]. Add-ons have been proposed to provide resilience
to existing systems, although they have strong limitations. For example, in 8]
a read-only solution is presented, and in [9] local data insertion into devices is
allowed, although most functionality is lost because they remain isolated from
each other while the system is down.

In this article, we discuss a mobile device user login mechanism that attempts
to reduce user intervention while providing a high degree of security.

2. A resilient and dynamic cloud-fog-edge architecture

Figure 1 shows the system architecture, distributed across three component
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levels: cloud, fog, and edge. At the cloud level, there is a set of servers that we
simply call the "Cloud." These servers maintains the primary copy of the
identifying data of a hospital and its staff (see H, in the cloud layer), replicas
of all clinical data of current patients treated in multiple hospital sectors (see
Sui > Sui B --» and Sy, 7 in the cloud layer), and main copies of historical data
(See SHliAihistoric: SHliBihistoric: ey and SHIfohistoric in the cloud layer)' The
remaining levels only contain mobile devices such as tablets or smartphones.
At the edge level, there are "client" devices, which guide and direct the patient
care process under the supervision of a nurse or physician, and allow manual
entry of clinical data. These devices store replicas of hospital-related data (see
H, in the edge layer) and current patients' clinical data (see Sy; p in the edge
layer).

SH1_A_historic

SHl_B_historic .-EI E él.oEE'ld'AR Cloud

/
ALERTAR
Fo
Sh1_ B . .Leader ]
[ Jmain copy ALERTAR Ed
e
I:l Replica B B D B Client 9

Flgure 1: ALERTAR system architecture

0 | T
E IEIElH_|
N @ >

At the fog layer, there is a "leader" device for each hospital sector. The
"leader" device provides services to its "client" devices, processing and storing
the main copy of the patients' clinical data (see Sy,  in the fog layer) in a
nearby infrastructure deployed using the hospital's Wi-Fi network. In turn,
each "leader" device maintains a replica of the hospital's data (see H; in the fog
layer). The leader device reduces response times and communications with the
cloud compared to a traditional edge-cloud architecture. However, the
architecture primarily addresses the need for resilience in two specific
situations:

i. A failure affects the cloud service: client devices connected to a
leader will maintain virtually the same functionality. There will be
minimal degradation in terms of the inability to change the staff
assigned to the hospital.

il. A failure affects a leader's service: any client device can replace it, as
they maintain replicas of all their data. We call our architecture
"dynamic" because mobile devices have the ability to move from the
edge to the fog levels.
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3. Login mechanism
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Figure 2: Flow diagram of the login mechanism

Figure 2 presents a flowchart of the login mechanism, which is only partially
implemented. It is designed to establish a secure connection from a client device to
the ALERTAR system. To provide a resilient solution, when the Cloud is unavailable,
connections to the leader device are prioritized over connections to the cloud. This
way, when the cloud service is unavailable, the leader device and its clients can
maintain the provision of ALERTAR's core services' without delay or intervention.

To authenticate, both the cloud and the leader devices have a public key certificate.
The cloud has a certificate issued by a public certificate authority, and the leader and
client devices have a certificate issued by a private certificate authority (the cloud
itself). A client device's certificate is only used when that device acts as a Leader. The
cloud delivers certificates to the client devices once, upon first contact after the client
app is installed (steps 3, 17, and 18 in the figure). If the cloud is inaccessible to the
client, it is allowed to operate temporarily without a certificate (steps 19, 20, and 21).

The typical execution branch starts at step 4, meaning the client already has a
certificate that will allow it to act as leader at any time. The client attempts to connect
to the last leader device it was connected to. If possible, the process ends by
authenticating the user. If contact cannot be established with the previous leader
device (perhaps it is the same one but its IP address may have changed), the cloud is
contacted (step 5) so that, if a leader device is currently connected to it, it can report

! The only service that is currently not permitted is the incorporation of new healthcare
personnel into the system.
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its IP address (step 6). If the reported IP address is the same as the one previously
registered, and because establishing a direct connection to that IP address is
impossible, the client remains connected to the system through the cloud and
completes the login process (this allows remote work and also allows operation when
the hospital's local area network has failed). If the IP address is different from the one
registered, an attempt will be made to connect to that leader device (return to step 4).
It may also happen that there is no leader connected to the cloud. This is an
anomalous situation (step 22) that should be resolved because the cloud is operational.

When the client is not receiving information from the cloud about who the leader
device is, a discovery process is initiated. This process attempts to resolve the
connection problem transparently to the user using the Simple Service Discovery
Protocol (SSDP). If the certificate presented by the leader device is not the same as
that of the previous leader, the user is asked to enter a 4-digit PIN displayed on the
leader device. The PIN entered on the client device must match the last 4 hexadecimal
digits of the certificate's serialNumber field, thus preventing an unauthorized device
from pretending to be the leader device. When the discovery process is unsuccessful,
the following options are possible: (1) scanning a QR code displayed on the leader
device, containing its certificate and IP address; (2) remaining connected to the cloud
to retrieve potentially outdated data; or (3) converting the device into a leader.

4. Conclusions and future work

This article details a login mechanism for a resilient cloud-fog-edge architecture
system based on mobile devices for use in a hospital setting. The mechanism aims to
be secure and resilient to prevent user intervention as much as possible. The system
has been partially implemented, and performance experiments are planned to evaluate
login times and energy consumption, particularly regarding the discovery mechanism
introduced in this article.
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Abstract

The growth of e-commerce has led to an increase in the complexity of automatic
sorting systems (Sorters), especially evident during the COVID-19 pandemic. This is
reflected in the growing number of destinations, variety of products, reduced batch
sizes, diversity in box dimensions, varying routes, and the need for rapid response
times, among other factors. These complexities hinder decision-making in the s
ystem, particularly in developing a line balancing program for package unloading
lines from the Sorter. Therefore, tools that support improved decision-making are
required. This publication contributes, on one hand, to the conceptual modeling of the
system using the IDEF-SIM conceptual modeling technique to better understand it.
On the other hand, it contributes to the construction of the simulation model using the
FlexSim® software. Finally, a heuristic-based simulation optimization methodology is
proposed to enhance decision-making in balancing the sorting line..

Keywords: Sorter, simulation, IDEF-SIM, optimization, load balancing

1 Background

The automatic parcel sorting system, in the context of the COVID-19 pandemic, has
led to a rise in e-commerce and, consequently, an increase in the complexity of
package distribution, an effect that continues to this day. The main indicators of this
complexity include the number of destinations, variety of products, smaller batch
sizes, box dimensions, route diversity, and faster response times among others.

These complexities, combined with the characteristics of the automatic sorting
system, make key decision-making processes more difficult, such as developing a line
balancing program for package unloading within the automatic sorting system [6]..
This line balancing program involves configuring the outputs of conveyor belts based
on variables such as the number of destinations, number of packages per destination,
box dimensions, and, given limited resources, minimizing the duration of the
outbound operation. In this sense, discrete-event simulation is a technology that
allows different scenarios to be addressed and multiple solutions explored until an
optimal one is found [2]. However, the complexity of the variables and elements that
must be considered in a Sorter system also makes conceptual simulation modeling a
complex task [4].
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This publication addresses the research question: What are the main elements that
should be considered in the conceptual modeling of an automatic parcel sorting
system that affect the efficiency of its line balancing? To answer this question, the
IDEF-SIM tool is used, which was specifically designed for conceptual modeling for
simulation purposes [1]. Additionally, a heuristic-based simulation optimization
methodology is proposed to improve decision-making in line balancing. This
methodology, previously developed and applied in a different context [5], will be
adapted and used to optimize the simulator being presented.

1.1  Conceptual modeling with IDEF-SIM

The IDEF-SIM technique represents the elements of a real system, such as: entities
(what moves and processes in the system), functions (workstations that operate within
a given process), resources (elements that will modify or transport entities and/or that
execute some function), controls (logical rules that must be used in the functions and
that determine the transformation or movement of entities) and entity/movement
flows (represents the direction that the entity follows within the model without
undergoing modifications). Table 1, presented below, establishes the symbolism
associated with the different elements detailed above [7]:

Table 1: IDEF-SIM technique element and symbol
Items Symbol tems Symbol

Rule Y
Control
Rule O

E Rule Y/O

Entities

Functions

entity flow

explanatory | oo >
Resources information

input flow to 744,
Control the model

connection with another figure End of systeny

ool []o

transportation and movement

1.2 Automatic package sorting system (Sorter)

Sorter systems are widely used in e-commerce and postal industries, enabling greater
accuracy, capacity, additional space, and more delicate package handling. These
features make them the ideal solution for successful relationships between distributors
and customers. While various sorter system configurations exist, we can distinguish
the basic physical design of a sorter system, a 'line configuration,' from more complex
sorter systems with a 'loop configuration.' Both share a central conveyor belt and
branches of conveyor belts that act as ramps, separating and sorting packages [3].
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2. Development

This work is the result of modeling and simulating a Sorter system from a major
logistics company in our country. A modeling process was carried out using the
IDEF-SIM technique, followed by the construction of the computational model using
FlexSim, and finally, a heuristic optimization method was proposed for the analysis of
simulation scenarios.

In the first stage, the main elements that define this conceptual model were identified.
These elements are graphically represented in a simplified Sorter system diagram
(Figure 1). The key components shown in Table 2 are then identified.

Fig. 1.Simplified Sorter System Simulated in Flexsim (source: Own elaboration)

Tabla 2: Elements of the sorter system using the IDEF-SIM technique (source: own

elaboration)
m__|Sub-System |Entities Functions Resources Controls T rt Decision rule
T1:pallet
E1: Pallet transport to D1: Criterion Use
Boxentry Truck arrival |with boxes  |F1: Palletreception  |R1: Forklift Quantity |C1: Unload pallet  |reception R1
F2.X: Quantity of T2: Pallet D2: Criterion Use
E1: Pallet pallets received to be C2: Take palletto  |transportto R2-D3: First
Pallet Entry  [with boxes deconsigned R2: Forklift Quantity |deconsignment deconsignment |Empty Location
F3.X:Number of T3:Take boxes
E2: Number |deconsignment R3: Disengaged C3: Deconsignment |from pallet to D4: Criterion Uso
Deconsigned |of boxes entries Operator Quantity  |of pallets deconsignment [R3
F4: Conveyor C4: Sorter
Conveyor E2: Number (according to sorter technological
System |Sorter of boxes configuration characteristics
Sorter D5: Packet
Packet data |E2: Number C5: Package Identification
capture of boxes F5: Control DWS identification Algorithm
E3: Boxes by C6: Package output D&: Packet Egress
classification according to Balancing
Exit conveyor |criteria F6: Quantity exit sorter criteria Algorithm
E3: Boxes by
classification R4: Exiting Operator |C7: Palletize boxes |T4: Palletizing D7: Balancing
Bax Exit Exit Sorter criteria F7: Storage exit Quantity and close pallets  |boxes Algorithm x R4
E4: |T5: Take full
End of Consigned pallets to the D8: Criterion Use
system pallets F8: Exit system RS: Forklift Quantity system exit RS
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For the conceptual model, the simplified sketch of a Sorter system (Figure 2) and the
IDEF-SIM tool will be used as reference for its construction.
Additionally, a critical analysis is performed on the elements provided by the tool and
whether any complementary components could help improve the understanding of the
conceptual model. Below, in Figure 2, the main components and the construction of
the IDEF-SIM diagram for the Sorter System are presented.

€2 Sobre todas F2

R3.1 R3.2 R3.x
RL1 R12 Rlx R21 R22 R2x
€6 Sabre todas F§
€3 Sabre todas F3

R4.1 R4.2 Rd.x R3.1 R5.2 R5.x

Fig. 2. Conceptual model with IDEF-SIM of a simplified Sorter system Simulated in Flexsim
(source: Own elaboration)

In Figure 4, the conceptual model using IDEF-SIM is shown. Although it represents a

simplification of the parcel sorting system, it was observed during the construction of

the computational model that the conceptual model lacked some complementary
elements useful for building the simulator. These include:

1. Complementary elements for configuring the Sorter system consisting of
Functions F2, F3, and F6. It would be advisable to define the number of inputs and
outputs, as this information is important for line balancing and defines system
constraints.

2. Controls associated with the above points should include critical characteristics
such as conveyor belt speed.

3. For identifying entities E2 and E3, it is advisable to identify the number of criteria,
as they are also critical for line balancing.

4. Regarding decision rules, a complementary document specifying the algorithms
used should be available, particularly for rules D5, D6, and D7.

5. It would also be of interest to identify within the IDEF-SIM model the main
output variables for decision-making, such as: packages/shift, classification
completion time (given a daily pallet classification plan), packages/operating cost,
etc.

To verify the simulator’s potential, a proof of concept was carried out with three

simulation scenarios aimed at answering: “Can one operator supply 10 inlet ports?”
The simulator shows that the system collapses under that scenario and that at least
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two operators are needed at the entry points, or the output distribution must be
changed based on workload volume.

As explained earlier, we are working on implementing a simulator calibration
methodology to improve decision-making and achieve optimal load balancing of a
sorter line. This optimization is based on searching for a refined set of parameters and
input variables that minimize or maximize the simulation outcomes. To develop this
methodology, the five points mentioned above must be included in the conceptual
model.

3. Conclusions and Future Works

We believe there is a knowledge gap regarding the application of the IDEF-SIM tool
in the simulation of sorter systems. Our work provided a valuable contribution,
particularly in defining complementary elements of such systems. For future work, we
propose to deepen the study of these complementary elements and propose a
standardization of the Sorter system using IDEF-SIM. Simulation is a valuable tool
for understanding sorter systems, as it allows the analysis and optimization of sorting
and unloading processes. We are working on updating the simulator with the
previously indicated elements to implement the optimization methodology and assist
in more efficient decision-making. Finally, we are presenting our progress in
developing the simulator for sorter line balancing, and the result of the proof of
concept encourages us to continue advancing.
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Abstract. Exergames have gained popularity as interactive systems
that promote physical activity through gaming. This paper presents the
development process of a hand motion-sensing glove designed to comple-
ment an existing ankle-worn motion sensor. The glove aims to provide
a more immersive exergaming experience by accurately tracking hand
movements. Several prototypes were developed and iteratively improved
to refine the design and functionality. This paper outlines the background
of exergaming technology, reviews related work, and details the iterative
development of the glove, discussing challenges encountered and improve-
ments made. Finally, future steps for completing the final prototype are
discussed.

Key words: exergames, gamepad, hand motion-sensing glove, Immer-
sive gaming experience, videogame controller

1 Introduction

Exergames merge exercise with gaming elements to encourage physical activity
in an engaging manner. These systems often rely on motion-sensing technologies
to track body movements, providing real-time feedback and interaction within
the game environment. While various exergaming devices exist, our focus is on
enhancing hand motion tracking by developing a specialized glove that comple-
ments an already-developed ankle sensor [1]. This combination aims to provide a
full-body movement tracking system, improving the user experience and broad-
ening the application of exergames in rehabilitation, fitness, and entertainment.

This paper is organized as follows: Section 2 (Background) provides back-
ground on motion-sensing technologies in exergaming. Section 3 (Related Work)
is divided into two parts: commercial solutions and academic/experimental re-
search. This distinction highlights the gap between high-end, proprietary sys-
tems and more accessible, research-driven alternatives. Section 4 (Development
Process) details the design iterations of the proposed glove, including hardware
components, sensor evaluation, and challenges encountered. Section 5 discusses
future improvements and presents the final conclusions.
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2 Background

Motion-sensing technologies have been widely used in exergames, ranging from
camera-based systems like the Microsoft Kinect to wearable sensors such as ac-
celerometers and gyroscopes. Wearable solutions offer increased mobility and
accuracy, making them ideal for real-time motion capture. In [2] the authors
states wearable devices have an advantage for virtual exergames against the
camera-based approaches: there is no space and place limitation. Previous re-
search has explored the potential of sensor-equipped gloves for applications such
as virtual reality (VR), rehabilitation, and gaming. However, challenges such as
comfort, accuracy, latency, and durability persist in glove-based motion tracking
systems.

This project aims to develop a cost-effective, standalone glove capable of
seamless integration with an existing ankle sensor developed in [3] for enhanced
exergaming experiences by balancing comfort, precision, and usability. Addition-
ally, the glove is designed to recognize a series of familiar gestures used in gaming,
such as mapping the X and Y axes, drawing a weapon, shooting, punching, and
other game-relevant actions.

3 Related Work

3.1 Commercial Solutions

Numerous commercial products have been developed for hand-tracking and gam-
ing applications.

One of the earliest attempts at a motion-tracking glove for gaming was the
Power Glove, released in 1989 for the Nintendo Entertainment System (NES).
This glove utilized bend sensors and ultrasonic technology to track hand move-
ments, allowing players to control games with gestures. Despite its innovative
approach, the Power Glove suffered from accuracy and responsiveness issues,
limiting its widespread adoption. However, it remains a significant historical
milestone in the development of motion-sensing gaming peripherals and serves
as an early inspiration for modern hand-tracking technologies.

Nowdays, commercial products like the Leap Motion Controller (LMC) and
Manus VR gloves offer high-precision tracking but often require external cam-
eras or are cost-prohibitive. The authors of [4] analyzed the actual workspace
range of the LMC and noted that tracking varies with hand orientation, finger
extension, and whether the forearm is visible to the sensor. This suggests that
while the LMC provides fine motion tracking, its performance is sensitive to po-
sitioning and occlusions, which can limit its applicability in dynamic or full-body
exergaming contexts.

More recently, the Senso Glove developed by Senso Devices Inc.[5] offers an
advanced, wireless solution for finger and hand motion tracking. It uses IMU!

L IMU (inertial measurement unit) chip contains a gyroscope and an accelerometer
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sensors and provides haptic feedback via vibration motors in each finger. De-
signed for applications in VR and Augmented Reality (AR), it is compatible
with Steam VR and popular game engines like Unity and Unreal Engine. Despite
its technical advantages, the Senso Glove is relatively expensive, which makes it
less accessible for general users or low-budget research projects.

3.2 Academic and Experimental Studies

Research in exergames has demonstrated the effectiveness of motion-tracking
gloves in improving motor skills and engagement [6].

Recent research in gesture recognition for exergaming has focused on wear-
able sensor solutions combined with machine learning. In the work “A Sliding
Window Approach to Natural Hand Gesture Recognition using a Custom Data
Glove” [7] a custom-made glove was developed to detect natural hand gestures
through bend sensors, IMUs and magnetometers. The authors employed a slid-
ing window technique for segmenting continuous motion data and used machine
learning models to recognize gestures. Importantly, the selection of gestures was
grounded in prior work that analyzed common and intuitive interactions in gam-
ing scenarios, ensuring their relevance and applicability to virtual environments.
This gesture-driven design approach aligns closely with the goals of our project,
as we also focus on defining gestures that are meaningful and useful within ex-
ergame contexts.

In line with the goal of affordable and efficient gesture recognition, the study
titled “Automated Gestures Recognition in Exergaming” [8], explores the use
of wearable sensors attached to different body parts, such as the wrist, elbow,
and thigh while defining dynamic-static movement patterns to detect gestures
with high accuracy using machine learning algorithms. This work highlights the
potential of combining IMU-based data with intelligent classification models to
automate gesture recognition and improve responsiveness in exergaming envi-
ronments. This approach supports the motivation of our project, which is to
enhance interaction in exergames through accessible and wearable technology.

4 Development Process

The main objective of this project is to design a glove capable of recognizing
a series of predefined gestures for use in exergaming environments. This glove
is intended to function in conjunction with an ankle-worn sensor—developed in
previous work—to create a more immersive, full-body interaction experience in
third-person video games. While the ankle sensor was tested in a first-person
game environment, it presented limitations in terms of full-body interaction
—particularly for upper-body gestures such as aiming, grabbing, or shooting.
To begin the development, a list of gestures was defined based on com-
mon actions in third-person games. For camera control and character move-
ment/navigation, wrist orientation and hand posture were considered as a po-
tential way to allow the player to rotate the in-game camera and its navigation
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path. Additionally, several action-based gestures were defined: a punch gesture
for melee attacks, a draw weapon gesture to switch between armed and unarmed
states, and a shoot gesture to simulate firing. To enable object interaction within
the environment, a grabbing gesture was also specified.

The design of the motion-sensing glove underwent multiple iterations, each
addressing different challenges:

4.1 Prototype 1

In this initial prototype, the gestures to be recognized by the glove were de-
fined. A regular glove was used, and wiring was implemented to recognize events
similarly to button presses. A central module, inspired by the Senso Glove, was
designed and 3D printed to house the main controller (Arduino ProMicro) and
the MPU9250 gyroscope, which was intended to track hand movement along
the X and Y axes. Additionally, an armband was designed to contain the bat-
tery and the radio module, which would connect with the central component of
the previously developed ankle sensor system [?]. After multiple tests, various
algorithms were applied to map the X and Y axes, such as gesture classifica-
tion algorithms inspired by the work of [8] aiming at recognize hand motions
using IMU data. However, reproducible results could not be obtained, and the
Arduino ProMicro lacked sufficient memory and processing capacity to support
such computation-intensive models. Attempts to track the X and Y axes simulta-
neously were unsuccessful. This was due to the gyroscope’s nature, which records
roll, pitch, and yaw relative to a fixed (0,0,0) point, but as the hand changes
position, it loses its original reference.

4.2 Prototype 2

The gyroscope was ruled out for tracking X and Y movement but remained viable
for recognizing gestures such as drawing a weapon and punching. To solve X and
Y tracking, a different approach was tested using two HC-SR04 ultrasonic dis-
tance sensors. These provided improved results for hand movement detection on
horizontal planes. However, their accuracy depends heavily on proximity to flat
surfaces such as walls, and they are susceptible to interference from nearby ob-
stacles. Despite these limitations, this method showed promise and was retained
for further refinement. Future development includes implementing compensation
algorithms to reduce environmental dependency. Issues included discomfort due
to rigid materials.

4.3 Prototype 3 (Current Stage)

This represents the current stage of the glove’s development. In this iteration,
comfort and usability were prioritized, leading to the removal of the wrist-
mounted module used in previous versions. Instead, all microcontrollers and
supporting electronics were mounted on the dorsal side of the hand (back of the
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Fig. 1. Prototype 3

hand), reducing bulk and improving wearability (1). The firmware was further
refined to improve axis mapping, especially for the X and Y axes during static
poses, enhancing gesture stability.

Integration with the previously developed ankle sensor introduced new chal-
lenges. Specifically, during walking in place interactions, the jump phase—when
the user briefly leaves the ground—caused erroneous readings in the glove. Power
supply testing is still pending; for now, the glove operates while tethered to a
lab power source. Final wiring for the finger sensors is also in progress, which
will complete the hardware for a fully untethered prototype.

5 Conclusion and Future Work

This work presented the progressive development of an interactive glove designed
to complement a previously developed ankle-based system, with the goal of pro-
viding a more immersive gaming experience by recognizing upper-body gestures.
Throughout different prototype iterations, improvements were made in comfort
and reading accuracy, although challenges remain when integrating the proposed
glove with the ankle system.

As future work, in-depth testing will be conducted to evaluate its performance
in exergame scenarios.
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Abstract. The integration of artificial intelligence (Al) technologies within or-
ganizations presents both significant opportunities and complex challenges. To
manage this complexity, ISO/IEC standards provide a structured framework for
the adoption and management of Al systems throughout their lifecycle. This ar-
ticle explores the role of ISO/IEC standards in ensuring the quality, security, and
ethical alignment of Al systems, based on the lifecycle framework defined by the
Organisation for Economic Co-operation and Development (OECD). The paper
outlines how these standards support Al system development, from planning and
design through deployment and monitoring, addressing critical issues such as
governance, data quality, bias detection, and system reliability. A comprehensive
quality model is proposed, drawing on ISO/IEC 25058 and 25059 standards, to
assess the effectiveness and transparency of Al systems in real-world environ-
ments. The adoption of these standards is shown to enhance corporate reputation,
improve regulatory compliance, and mitigate risks, positioning organizations to
leverage Al technologies responsibly and efficiently.

Keywords: Al Governance, ISO/IEC Standards, Al System Lifecycle, Quality
Management

1 Introduction

The adoption of artificial intelligence technologies simultaneously represents both an
opportunity and a challenge for contemporary organizations. In an increasingly com-
petitive and dynamic industrial environment, Al has become a key driver of innovation,
operational efficiency, and the personalization of products and services. Its revolution-
ary capabilities range from process automation to the optimization of strategic decision-
making, impacting sectors such as healthcare, finance, and logistics [1,2].

However, this advancement comes with technical complexities, ethical considera-
tions, and operational challenges that may lead to issues without a structured imple-
mentation framework. The ISO/IEC standards related to Al emerge as a structured re-
sponse to this need, providing organizations with methodological guidelines, best prac-
tices, and conceptual frameworks that facilitate the effective integration of intelligent
systems into their operations and strategies. These standards not only clarify technical
aspects but also provide tools for the organizational management of these technologies,
helping companies maximize the benefits of Al [3].
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In this context, the present article aims to survey quality standards applicable to the
lifecycle of an Al system, according to the framework defined by the OECD [4]. Addi-
tionally, a comprehensive quality model for Al software will be proposed to establish
specific criteria for measuring and ensuring the effectiveness, security, and transpar-
ency of these systems in real-world environments.

2 General Concepts

2.1  Quality Standards

ISO quality standards are international standards developed by the International Organ-
ization for Standardization (ISO) that establish guidelines and requirements to ensure
that products, services, and systems meet globally recognized criteria for quality,
safety, and efficiency. These standards result from international agreements among ex-
perts and cover a wide range of activities, from product manufacturing to process man-
agement and service delivery [5].

The adoption of these standards enables organizations to optimize their internal pro-
cesses, reduce errors, and enhance customer satisfaction. By adhering to internationally
recognized criteria, companies can improve their reputation and gain access to new
markets, demonstrating their commitment to quality and excellence in their operations

[6].

2.2 Artificial Intelligence

Artificial intelligence (Al) is a field of computer science focused on creating systems
capable of performing tasks that typically require human intelligence, such as learning,
reasoning, and perception. These systems can analyze data, recognize patterns, and
make decisions with a certain degree of autonomy [7].

Artificial intelligence is based on algorithms and mathematical models that enable
machines to learn from experience and adapt to new information inputs. By leveraging
these technologies, computers can be trained to perform specific tasks by analyzing
large volumes of data and identifying patterns within them. This has led to the devel-
opment of applications across various sectors, transforming how we interact with tech-
nology in our daily lives [8,9].

3 Quality Standards in Artificial Intelligence

The ISO/IEC standards for Al provide organizations with a safer pathway for adopting
intelligent technologies, reducing the uncertainty and risks inherent in the development
of complex systems. Through proven methodological guidelines, these standards help
identify and mitigate potential technical issues before full deployment, ensuring com-
pliance with emerging regulations and minimizing the risk of legal and operational
complications.
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Implementing these standards optimizes the investment of technological and finan-
cial resources by establishing standardized processes that accelerate Al project devel-
opment with a lower probability of errors. Organizations achieve better interoperability
and scalability of their systems, promoting flexible designs that facilitate integration
between different technologies and adaptation to changing needs while fostering the
reuse of knowledge and experiences across departments.

Additionally, ISO/IEC standards strengthen corporate trust and improve relation-
ships with stakeholders by providing transparency frameworks for the use of algorithms
and data. Organizations can demonstrate their commitment to ethical and responsible
Al practices, enhancing their reputation among customers, regulatory authorities, and
investors while simultaneously transforming their internal operations with reliable and
adaptable intelligent systems [10].

4 Lifecycle of AI Systems according to the OECD

The Organisation for Economic Co-operation and Development has defined an Al sys-
tem lifecycle that consists of several key phases (Figure 1). This cycle begins with plan-
ning and design, where the system’s objectives and requirements are established, con-
sidering the specific context and needs. Next, the data collection and processing phase
ensures that the gathered information is relevant and of high quality for model training.
Following this, the model development phase involves creating or adapting algorithms
to perform the defined tasks.

Once the model is built, it enters the verification and validation phase, where its
performance is assessed, and adjustments are made to ensure effectiveness and security.
After passing these tests, the system moves to the deployment phase for operational
use. During the operation and monitoring phase, the system’s performance is continu-
ously supervised, identifying potential improvements or necessary modifications.

It is important to note that these phases are not strictly sequential and may be itera-
tive, depending on project needs. Furthermore, an Al system may be decommissioned
at any time during the operation and monitoring phase, particularly if it fails to meet its
objectives or poses unacceptable risks.

Verification and Operation and
validation monitoring

Fig. 1. Al Model Development Lifecycle according to OECD.
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5 Application of Quality Standards in the OECD Lifecycle

The lifecycle of artificial intelligence systems, defined by the OECD, comprises a set
of interconnected stages that require a specific regulatory framework. Each phase of
intelligent system development has ISO/IEC international standards that provide pre-
cise methodological guidelines and implementation criteria.

In the initial planning and design phase, ISO/IEC 38507:2022 (Information Tech-
nology - Governance of IT — Governance implications of the use of artificial intelli-
gence by organizations) and ISO/IEC 42001:2023 (Information Technology - Artificial
intelligence — Management system) standards establish guidelines for strategic gov-
ernance and objective definition, facilitating a structured framework for the conceptu-
alization of artificial intelligence systems. During data collection and processing,
ISO/IEC 5259 (Artificial intelligence — Data quality for analytics and machine learn-
ing (ML)) standards offer detailed guidance for data quality management, while
ISO/IEC TR 24027:2021 (Information Technology - Artificial intelligence (AI) — Bias
in Al systems and Al aided decision making) provides tools for bias detection and mit-
igation in data sets.

The construction and verification of the model are supported by standards such as
ISO/IEC 23053 (Framework for Artificial Intelligence Systems Using Machine Learn-
ing), which outlines the architecture of machine learning systems, and ISO/IEC
25059:2023 (Software Engineering — Systems and Software Quality Requirements
and Evaluation (SQuaRE) — Quality Model for AI Systems), which defines quality
criteria for designing Al systems.

During the deployment and operational phases, ISO/IEC 5338:2023 (Information
Technology — Atrtificial Intelligence — Al System Life Cycle Processes) and ISO/IEC
TR 5469:2024 (Artificial Intelligence — Functional Safety and Al Systems) establish
processes for operational transition and functional safety assurance, enabling continu-
ous monitoring and the ability to decommission the system if necessary.

To evaluate the quality of artificial intelligence systems throughout these stages, an
assessment model is proposed based on ISO/IEC 25058 (Systems and software engi-
neering — Systems and software Quality Requirements and Evaluation (SQuaRE) —
Guidance for quality evaluation of artificial intelligence (AI) systems) and 25059 stand-
ards, aligned with the OECD framework.

In the planning and design phase, the evaluation will focus on the proper application
of governance principles, verifying the system’s alignment with strategic objectives and
risk identification, as established by ISO/IEC 38507 and 42001.

During the data collection and processing phase, the quality and representativeness
of the data used in system development will be analyzed. By applying the criteria from
ISO/TEC 5259 and ISO/IEC TR 24027:2021, the accuracy, completeness, and fairness
of the data will be measured, with a focus on bias detection and mitigation.

In the model construction and verification phase, the robustness and reliability of the
Al system will be assessed, considering the quality criteria defined in ISO/IEC 25059.
The system's architecture will be analyzed in accordance with ISO/IEC 23053, meas-
uring its generalization capability, model explainability, and suitability for the defined

purpose.

- 93 .



13th Conference on Cloud Computing Conference, Big Data & Emerging Topics

For the deployment and operation phase, the evaluation will focus on the security
and stability of the system in real-world environments. The ISO/IEC 5338 and TR 5469
standards will be applied to ensure the presence of protection mechanisms against vul-
nerabilities and failure mitigation procedures. In addition, ISO/IEC 25059 will be used
to assess the system’s quality in terms of reliability and operational risk control.

Finally, in the monitoring and adjustment phase, the evaluation will continue through
periodic audits and model degradation metrics. Strategies defined in ISO/IEC 25058
will be implemented to ensure the maintainability and evolution of the system, guaran-
teeing its reliability over time.

6 Conclusions

The adoption of Al in organizations represents a complex process that requires a sys-
tematic and structured approach. ISO/IEC standards emerge as a fundamental tool for
managing this complexity, providing a regulatory framework that covers technical as-
pects while also addressing strategic, ethical, and operational dimensions.

The benefits of these standards go beyond the technical, becoming a competitive
advantage that enhances corporate reputation, facilitates regulatory compliance, and
optimizes investment in smart technologies. They reduce risks, establish standardized
processes, promote interoperability, and demonstrate a commitment to ethical and
transparent practices.

Throughout the article, a comprehensive model was proposed to analyze the quality
of Al systems at each phase of their lifecycle. Based on ISO/IEC 25058 and 25059
standards, the model allows for a detailed assessment that spans from initial planning
to continuous monitoring, ensuring risk identification, bias mitigation, and verification
of the robustness of intelligent systems.
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Abstract. The detection of cybersecurity attacks through the collection and analysis of information is
a challenge that focuses, in this work, on the use of honeypots, which are decoys that allow attacks to
be studied in a controlled environment. The data collected can be used as a source of information in
Cyber Threat Intelligence (CTI). Cyber Deception is a form of deception that exploits digital tools to
deceive, manipulate or confuse a target, where the value lies in being attacked and investigated. Thus,
honeypots constitute a Cyber Deception mechanism. Cybersecurity frameworks provide a reference
model for the analysis of attacks, favoring their classification and understanding in order to mitigate
them. Furthermore, these frameworks help to understand the stages of attacks linked to Cyber Deception
mechanisms, including honeypots. The aim of the work is to analyze the communication mechanisms
between honeypots and CTI platforms, with the aim of improving the cybersecurity strategies of
organizations.

Keywords: Cyber Threat Intelligence, Honeypots, Cyber Deception, Security Orchestration
Automation and Response, Indicator of Compromise, Open Source

1- Introduction

Collecting and analyzing information to detect cyber security attacks poses a challenge, as
detecting malware and attacks by analyzing network traffic continues to present difficulties
for those responsible for monitoring network security and managing security incidents.
Although several well-known detection mechanisms exist to accurately separate malicious
behavior from normal behavior, efficient detection systems are still extremely difficult.
Honeypots [1] are decoys rather than actual systems or services and it is highly likely that the
traffic directed towards them is related to cyber security attacks, or discovery stage tests that
are conducted for malicious purposes. Honeypots are tools that allow the study of
cybersecurity attacks in controlled environments, with the objective of detecting the attack
and obtaining information about the attack and the attacker, with a level of detail that other
tools do not provide.

The data collected by the honeypots are the source of Cyber Threat Intelligence (CTI)
information, which is the result of the enrichment of the data that is collected, processed and
analyzed to understand the causes, motives, targets and attack behaviors of the threat actors'.
This paper presents the first analyses of the possible communication mechanisms between
the data collected by honeypots and the various CTI platforms, with the aim of improving
organization’s cybersecurity strategies.

! Any individual, group or organisation that carries out malicious activities with the aim of
compromising the cybersecurity of devices, networks or computer systems.
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2- Honeypots. Implementations and cybersecurity frameworks.
Honeypots share four key characteristics: they are deceptive, detectable, interactive and
monitored. They can be defined in many ways, such as token honeypots, which mimic
specific data or real data, such as documents, username and passwords, or URLs. Service
honeypots mimic a specific protocol or software, such as SSH, Telnet, or an HTTP server.
Both types of honeypots can be combined to detect a specific token in a service. For example,
create a username/password combination at a specific URL that certain users can detect and
access, and investigate a honeypot service at the same URL to see if any username/password
combination has been used.

Honeypots are deceptive and must be detectable, otherwise they cannot be attacked.

The information collected has a high value in terms of CTI, although its counterpart is the
high risk that the host providing the service is actually compromised.

2.1 T-Pot

When choosing a honeypot to implement, there are several options. For this research, T-Pot?
is chosen, being an open-source project that includes multiple honeypots, analysis,
monitoring and visualization tools. T-Pot is developed and maintained by Telekom Security.
The open-source community on Github?, strongly values the project, scoring more than 7,700
stars, more than 1,200 forks, more than 200 users actively observing, and 28 contributors. As
an open-source project, it has 17 releases and more than 2100 commits.

Another feature of T-Pot is that it allows honeypots to be distributed to different hosts and
send the collected information to a central component. This is known as a distributed
installation, with each honeypot as a Sensor, sending the data to the central Hive component
where it is processed and stored.

2.2 Cyber deception and cybersecurity frameworks

Cyber Deception [2] is a form of deception that leverages digital tools to trick, manipulate or
confuse a target. This collection of information from attackers helps to improve protection
and mitigate them.

A honeypot is a Cyber Deception mechanism, where the value lies in being attacked and
investigated.

The Cyber Kill Chain* framework helps to understand attacks and their phases. The model
identifies the steps adversaries must complete to achieve their goal.

The relationship between the Cyber Kill Chain model and honeypots is found at several
points, such as detection in the reconnaissance phase, because it allows the presence of an
attacker to be identified before real assets are compromised. The information obtained from
the attack, by capturing attempted delivery of malicious payloads or exploitation techniques
(Exploitation phase), helps in the process of identifying and blocking the attackers's tactics.
For example, assuming the attacker attempts to install malware and establish a command and
control (C2) channel, a honeypot helps to better understand the attacker's infrastructure
(Command and Control phase), tools and procedures.

A honeypot that succeeds in deceiving an attacker, allows to detect the initial phases of the
attack, to analyse the attacker's tactics, techniques and procedures (TTPs), to distract and
divert the attacker's attention from critical systems, and thus to feed CTI information to try
to interrupt, by implementing security measures, the flow of the attack.

2 https://github.security.telekom.com/honeypot.html
3 Data retrieved from the repository https://github.com/telekom-security/tpotce on 04/04/2025
4 https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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The MITRE ATT&CK? framework allows to classify and understand the attackers' tactics,
techniques and procedures for an authentication service honeypot.

Reconnaissance tactics are achieved, including techniques such as Active Scanning.
Attackers attempt to authenticate themselves to the honeypot service, which is hit by
Credential Access tactics, with Brute Force techniques.

3. Interaction between threat sources and CTI

An Indicator of Compromise (IoC) is any trace or evidence that a system or network has
already been attacked or compromised [3]. For the purposes of honeypots, IP addresses that
originate attacks are IoCs that have a context, which is the time and destination port of the
attack.

A SOAR (Security Orchestration Automation and Response) platform allows automating T-
Pot's IoC lookup and publication by CTI platforms.

This is a solution so that upon receiving a honeypot attack, a CTI platform can share the IoC
with other organizations, or be a source of information for itself. The CTI platform allows
correlating events that have IoC so that, for example, given an IP address that sends phishing
emails, it can be detected as a honeypot attacker.

A SOAR platform, in addition to performing the communication between the data collected
by the honeypot and the IoC platform, can perform various actions such as blocking IP
addresses, sending alerts or sending an email.

Tests were performed on Shuffle Automation®, a widely known open-source SOAR.
However, since the SOAR will be used exclusively for one-way communication from T-Pot
to a CTI platform, it was replaced with a script written in Python.

Under the premise of making this connection, several issues arise, such as what information
to share (source IP address, the destination port, the date and time) and how often or under
what action IoCs are shared in the events to be published. For example, if you choose to share
the data set related to an attack in an event, you would be sharing thousands of events per
day, transmitting a 1-to-1 ratio on the CTI platform. This makes it a difficult task to manage
and correlate events. If the same port is attacked from a given IP address, at different times,
with different credentials, we would have an overwhelming load of events to share.

One possible approach is to share events every so often, containing a set of [oCs. For that
case it remains to be solved how often is that time interval. Assuming a case where one event
is shared per day, a cybersecurity analyst would have a delay (in the worst case) of almost 24
hours to get the event.

A Python script was developed to parameterize aspects such as analysis times and intervals.
A balance was sought by publishing an event every one hour. In the worst case, the
cybersecurity analyst would have almost a 60-minute delay between the time the attack took
place and the event reaching him (assuming instantaneous transmission).

Reducing the communication time leads to more events to be published. By connecting T-
Pot once every hour, we have 24 events in MISP “(the currently implemented CTI platform).
By connecting T-Pot every half hour, we double the number of events, i.e. 48. Assuming that
we do not want to wait more than one minute to receive the information, we would have 1440
events, ergo we are getting closer to the initial problem.

5 https://attack.mitre.org/
6 https://github.com/Shuffle/Shuffle
7 https://github.com/MISP/MISP
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3.1 SOAR and CTI analyzers
Depending on the environment, needs and objectives of a cybersecurity area, a SOAR
mechanism (in this case a Python script), while useful, could be handled by another CTI
mechanism that allows obtaining IoCs automatically from a honeypot. That is, an Observable
Analyzer®, such as Cortex’ or IntelOwl1'?. The observable is a certain IP address, and the goal
is to enrich it. This is a crucial step in processing threat intelligence, correlating it with
external sources to assess its relevance, maliciousness or association with known threats.
This relationship between T-Pot and a CTI platform does not seek to bring IoCs back to the
platform every so often to be shared, but rather, once it has an IP address to query, the
observables analyzer is tasked with querying the T-Pot data for their existence, if any.
These two approaches, that of a SOAR or an observables analyzer, are opposed but
complementary and can work together. Table 1 presents a comparison of the two approaches,
taking as parameters the access to T-Pot, the impact on its database, the latency, the action it
takes and the analysis it performs on the data.

Table 1- Comparison between SOAR and an observable analyzer

Observables Analyzers SOAR
T-Pot Access Requires granting direct access Requires granting direct access to the T-Pot
to the T-Pot database. database through SOAR.

Impact to T-Pot Query processing is in T-Pot  The processing of the query is by SOAR, and

database and per observable. at regular intervals.

Latency No latency. Latency for the frequency time at which
events are shared.

Accién Enrichment of the observable. Sharing events and their correlation through
the CTI platform.

Analysis Active search. Search on events previously shared and

awaiting new ones through the CTI platform.

4- Results, conclusions and next steps

One result supporting this research is the implementation and collection of traffic during two
months of attacks on the deployed honeypots. The months of monitoring, on an auxiliary
infrastructure, have provided CTI data such as: 1- the SSH service was the most frequently
attempted attack, 2- the most frequently used usernames were ‘root” and ‘admin’, 3- the most
attempted passwords were “123456” and ‘123456789°. As of the date of completion of this
work, more than 182,000 attacks have been received.

The information collected from the attacks was classified by the MITRE ATT&CK
framework as Active Scanning and Credential Access tactics.

The infrastructure underlying T-Pot was investigated, together with the MISP API to
establish and implement a mechanism to share IoCs taken from T-Pot, under a certain time
frequency.

It should be mentioned that the deployed auxiliary infrastructure has been detected and
classified as ‘Honeypot’ by a well-known surface scanning service on the Internet. It is very

8 An observable is an event (benign or malicious) in a network or system.
9 https://github.com/TheHive-Project/Cortex
10 https://intelowlproject.github.io/
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likely that the detection is due to the number of open services, as well as the detection of
mimics that do not behave identically to the original services.

As a conclusion, it is highlighted that having own CTI sources oriented to the target
organization to be protected is of great value to improve the cyber security strategy.

IoCs as a source of CTI can be shared through MISP [4], within the scope of the project being
carried out in the CIN Cybersecurity Commission!! in coordination with the ARIU'2. On the
other hand, having a tool for analyzing observables, based on the data collected by T-Pot,
makes it possible to enrich the active search that improves the cybersecurity strategy.
During monitoring, T-Pot's honeypots have been analyzed by various services seeking to
provide information to third parties about their own surface scans on the Internet. This means
that the scans received have been connections interpreted as attacks, ergo false positives.
The implementation and improvement of communication mechanisms between T-Pot and
CTI platforms will continue to be monitored and investigated.
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Abstract. This study explores residential property valuation in Seville,
Spain, using interpretable machine learning techniques on a small dataset
of 1701 sales ads of apartments collected online. Unlike conventional ap-
proaches that rely on large datasets, our research addresses the unique
challenges of small data samples while maintaining model interpretabil-
ity. We compare traditional hedonic linear regression with Random For-
est algorithms. The results provide actionable insights for real estate
stakeholders in medium-sized urban markets, bridging the gap between
econometric tradition and machine learning innovation.

Keywords: interpretable machine learning - hedonic pricing - random
forest,

1 Introduction

This paper examines residential property valuation in Seville, Spain - a medium-
sized urban center with distinctive market characteristics. Unlike conventional
housing price valuation models that typically employ large datasets, our study
utilizes a small dataset, presenting unique predictive challenges that warrant
methodological innovation.

From both economic and social perspectives, housing valuation represents a
problem of significant importance. Consequently, our research emphasizes model
interpretability across both linear regression and machine learning approaches,
enabling meaningful extraction of actionable insights from our results.

The goal of this investigation is to develop machine learning models capable
of identifying key determinants within Seville’s real estate market. Specifically,
we aim to provide interpretable results through machine learning models.

2 Motivations

A house can be considered a composite good. This type of good has a key
characteristic: it can be disaggregated into distinct attributes, each of which
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can be individually priced being possible distinguish the implicit price of each
feature.

Thus, the price of a good is revealed through the combination of its con-
stituent characteristics. Since the seminal paper of Ridker [3] which evaluates
the impact in house prices in St. Louis (United States).

Nevertheless, the relation between characteristics and prices aren’t typically
linear. For this reason, the use of Machine Learning algorithms emerges as a
complementary alternative, capable of exploring both linear and nonlinear re-
lationships between housing attributes and price . Machine learning methods
works an alternative to a typical econometrics models. For this reason in this
work we will run a random forest model with the traditional hedonic linear
regression.

Machine learning approaches have primarily focused on optimizing predic-
tive performance through data-driven modelling processes. However, the inherent
opacity of many advanced algorithms ,often characterized as "black box" sys-
tems, makes the interpretability of their estimates critically important. In this
context, model-agnostic interpretation techniques provide valuable insights into
the prediction mechanisms of machine learning algorithms.

In this research we will use feature importance which is a technique used to
evaluate the significance of each feature in a machine learning model by measur-
ing the increase in prediction error after randomly shuffling the values of that
feature [1]. A second technique for evaluate a model is the Friedman’s H statis-
tic which studies pairs of features are permuted together (to detect interactions)
versus when they are permuted individually [2]. If the drop in model accuracy
when shuffling two features together is greater than the sum of their individual
permutation importances, it suggests a significant interaction between them.

3 Methodology and data

We developed a program to crawl one of the most important websites in Spain’s
real estate market: Fotocasa. We chose this option due to the possibility of
obtaining a more representative sample of all transactions while simultaneously
acquiring the coordinates of each property sale. The data were retrieved on 2
March 2025 and was retrieved only the apartments ads of sale.

After running the web-scraping program, the complete raw dataset was ob-
tained in less than one second. Latitude, longitude, amenities, and physical char-
acteristics were collected. After cleaning the data by deleting extreme values,
incomplete sales ads, and incorrect information, the final number of available
observations was 1701. This dataset is online in this Github repository

The second step involved locating each apartment relative to the proximity
of emblematic buildings. For this purpose, we downloaded public geospatial data
about hospitals, universities, subway stations, bus stops, and prisons, and esti-
mated the nearest distance to these buildings. Thus, the final list of variables is
shown in Table 1.
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Table 1: List of variables

Feature Type Description

Price Numerical Price of sell published

Area Numerical Total area of apartment

Rooms Numerical Number of rooms

Bathrooms Numerical Number of bathrooms

Elevator Binary  Presence of elevator (1) or absence(0)

Air Conditioning Binary =~ Presence of air conditioning (1) or absence(0)
Balcony Binary  Presence of balcony (1) or absence(0)

Terrace Binary  Presence of terrace (1) or absence(0)

Hospital Numerical Distance to nearest hospital (in kilomteres)
Subway Numerical Distance to nearest subway station (in kilomteres)
Prison Numerical Distance to prison (in kilomteres)

University Numerical Distance to nearest university (in kilomteres)
Urban bus Numerical Distance to nearest urban bus stop (in kilomteres)
Intercity bus Numerical Distance to nearest intercity bus stop (in kilomteres)
Longitud Numerical Longitude

Latitude Numerical Latitude

In this framework, the model treats price as a function of apartment char-
acteristics, in other words price; = f(z;), where x; is a vector with all the
characteristics described in table 1.

4 Results

We ran a 10-fold cross-validation. In the case of hedonic linear regression, we
show the coefficients of the model with the best Mean Absolute Error (MAE) in
Table 2.

The results show, as expected, positive values for area, bathrooms, and
amenities. Regarding proximity, for hospitals, subway, and interurban bus sta-
tions, greater distances have a positive impact. On the other hand, distance to
prisons, urban bus stations, and universities shows a negative relation with price.

The geographical position was also significant at the 95% threshold. Lati-
tude and longitude were significant but in opposite directions. In the case of
latitude, north and east apartments, according to these coefficients, are in the
most expensive zones.

The other method used to predict prices was Random Forests, with the op-
timal hyperparameter tuning: 2000 trees, the square root of the number of vari-
ables as the maximum number of features, a minimum of 1 sample per leaf, and
a minimum of 2 samples to split.

The feature importance is shown in Figure 1. It’s important to notice the
critical role of area in prediction. In addition, bathrooms and the proximity
to the intercity bus are other variables whose relevance is important for this
algorithm. Similarly, longitude, or in other words, the location between north
and south is important for determining the final price of an apartment.
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Table 2: Coeflicients of linear hedonic regression.

Coef. Std.Err. t-value p-value

const -38600,17  3.507,83  -11,004 0,000%*
Area 1799,461 81,677 22,031 0,000*
Rooms -12092,72 248327  -4,870 0,000*
Elevator 33007,35  3903,48 8,456  0,000*
Bathrooms 51270,32  4068,76 12,601 0,000%*
Air Conditioning 33542,76 ~ 3832,333 8,753  0,000*
Balcony 16159,15 4925412 3,281  0,001*
Terrace 14431,47  3886,70 3,713 0,000*
Hospital 16816,70  6523,19 2,578  0,010*
Subway 6634,66 3480,79 1,906 0,057

Prison -26918,73  10345,72 -2,602 0,009*
University -13695,372 3919,761 -3,494 0,000*
Intercity bus 39694,29  2862,02 13,869 0,000%*
Urban bus -14224,25  4469,89  -3,182 0,001*
Longitud -2173811,92 1000422,18 -2,173  0,030*
Latitude 690089,62 170263,81 4,053  0,000*

R-squared: 0,741  Adj. R-squared: 0,738  No. Observations: 1531  AIC: 383,90
Df Model: 15 F-statistic: 288,8  Df Residuals: 1515  Prob (F-statistic): 0,00

Fig. 1: Feature importance
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Importance

Interaction strength provides an alternative approach for examining variable
importance. As shown in Figure 2, we present these interactions using Fried-
man’s H-statistic, where Area emerges as the variable exhibiting the strongest
interactions with other features. However, Figure 3 reveals that this interaction
pattern is asymmetric, being particularly concentrated with bathrooms.

Neverthless examining the predictive performance between the models, ran-
dom Forests is highly superior in predictive accuracy as shows 3.
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Friedman’s H statistic (Random forests)

Fig. 2: General Interaction strength

Fig. 3: Interaction with Area

Table 3: Model Performances Hedonic and Random Forest(mean of CV)

‘Hedonic linear regression‘Random Forest

RMSE [66932,59
MAE |50886,70
MAPE|0,36
R? 0,74

5 Conclusions

47260,17
32159,60
0,20
0,87

This study contributes to the real estate market analysis of Seville by utilizing
online data and machine learning algorithms. The results demonstrate the sig-
nificance of key attributes such as location and square meters in determining
final prices.

As future research lines, we propose examining additional interpretability
techniques including Shapley values and partial dependence plots to better un-
derstand their impact on pricing. Furthermore, it would be valuable to compare
these results with other machine learning algorithms to assess potential perfor-
mance improvements.
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Abstract. The implementation of Internet of Things (IoT) technologies in preci-
sion agriculture has been revolutionizing crop resource management. Soil sen-
sors continuously monitor moisture, temperature, and salinity, providing crucial
data for precise irrigation and soil management, while weather sensors track at-
mospheric conditions including air temperature, humidity, precipitation, and
wind speed. This data enables prediction and management of pests and diseases,
while also informing harvest decisions. Continuous monitoring and advanced
data analysis allow for identification of trends and anomalies, facilitating rapid
and precise adjustments to agricultural operations. In this article we propose an
approach to deal with the problem of latency in the use of [oT in remote areas.

Keywords: IoT, Latency, Fog Computing, Grafana, Monitoring, Precision
Farming.

1 Introduction

Precision Agriculture, also known as Precision Farming, is an innovative and
detailed approach to agricultural management that uses advanced technologies to opti-
mize production. This methodology employs sensors, satellite imagery, drones, and
GPS systems to collect field-specific data[1]. Fog Computing (also called edge cloud
computing) is a service distribution paradigm for edge computing systems. It creates
an intermediate layer between cloud infrastructure and network edge devices, posi-
tioned closer to endpoint equipment. This architecture plays a critical role in supporting
real-time application execution and low-latency processing requirements [2]. In both
scenarios, latency emerges as a critical factor. In IoT environments, latency plays an
even more significant role due to the inherent nature of these systems, which often in-
volve resource-constrained devices, wireless communication, and time-sensitive appli-
cations. This study presents an experimental framework to evaluate latency in cloud
versus fog computing architectures. The paper is organized into five sessions: Session
2 establishes the motivation, Session 3 details the case study, Session 4 describes the
testing methodology, and Session 5 presents the obtained results.
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2 Our Approach

This work forms part of the master research carried out by Ricardo Gongalves at UAI;
we seek to address the critical challenge of latency in networks and IoT systems in
precision agriculture through a proposal for the use and implementation of networks in
Fog Computing. Based on architectural principles established by Bonomi et al. (2012)
and later milestones of the OpenFog Consortium, the study presents an empirical
evaluation that compares paradigms for the use of computing in the cloud and in the
cloud in the agricultural context. To validate the research methodology, we created an
experimental implementation based on AWS, where we sought to replicate one of the
main operational restrictions of rural environments, which is geographic dispersion,
obtained through the positioning of multi-regional AWS nodes, including humidity,
temperature and lighting sensors in it. Our results demonstrated conclusive evidence
that Fog nodes achieve a 70-85% reduction in end-to-end latency compared to
traditional cloud processing, measured using RTT (57-140 ms vs. 300400 ms) and
one-way (3—4 ms vs. 220-225 ms) metrics. These findings not only validate the
technical feasibility of Fog Computing for time-sensitive agricultural operations in
resource-constrained environments, but also establish a new benchmarking
methodology for evaluating edge computing performance in agricultural applications,

particularly relevant for regions where reliable cloud connectivity remains an issue.
3 Case Study

We seek to use a testing environment closer to physical reality, with sensors and virtual
servers. To implement the experiment, we created three servers with different roles
within the cloud and fog computing architecture. The experimental setup involved
deploying the following servers and devices within the Amazon AWS environment, as

described below:

Server Configuration:

e RaspBerry Server (IoT Gateway): This server acts as an entry point for sen-
sor data, being responsible for connecting to AWS IoT Core and sending in-
formation to Fog and Cloud servers;

o Fog Server: Implemented as an instance on AWS, this server processes data
locally before sending it to the cloud, which reduces latency and overhead on
the cloud infrastructure;
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e Cloud Server: Instantiate on AWS with a centralized database, where col-
lected and processed data is stored for subsequent analysis;

Aws IoT Core Virtual Sensors:

We create virtual sensors in AWS IoT Core to simulate physical sensors in a real
environment. These sensors generate temperature, humidity and luminosity data, which
are sent to RaspBerry via the MQTT protocol. The configuration consists of:

e Configuration of MQTT “topics” for each sensor;
e Creation of digital certificate for devices;
o Configuration of security policies to allow communication between devices
and AWS;
e  Configuration of an MQTT client on RaspBerry to receive and resend data.
Test environment:

Descripcién General del Entorno de Prueba

Datacenter Datacenter
San Pablo North Virginia EEUU
South America
Servidor Niebla Servidor Nube
i = C LD
RaspyBerry * Banco de datos
Mysal * Banco de datos Mysql
; * Dashboard Grafana

Internet
marT|

I Aws loT Core

¢ OE
4 Test Development

We developed six scripts, all storing data in a database. This storage enables data com-
parison and report generation, with results being sent to Grafana. All scripts can read
sensors in AWS IoT Core: (Sensor Humidity, Sensor Temperature, Sensor Light).
Some scripts use Sensor Temperature while others use Sensor Humidity, depending
on requirements. The scripts take measurements every 20 seconds and record data in
the databases, and this interval is established to balance continuously updated measure-
ments without overloading the storage and processing systems and being able to gen-
erate graphs that can be analyzed. Communication between the virtual sensors and the
Raspberry server is established via the MQTT protocol, using AWS IoT Core as the
message broker. To ensure secure data transmission, a set of cryptographic keys was
implemented and stored in the Raspberry server's repository. The system's operational
workflow follows these steps: the virtual sensors configured in AWS IoT Core connect
and publish to the MQTT server (Raspberry), which periodically generates measure-
ments of variables including temperature, humidity, and luminosity. The data consists
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of randomized values with variable parameters. The Raspberry device, functioning as
an intermediate node, receives these messages via MQTT and immediately appends a
transmission timestamp, precisely recording when the data was processed. After estab-
lishing the connection with the sensors, the script running on the Raspberry Pi generates
randomized simulated measurements of temperature, humidity, and light. These data
points are then written directly into the MySQL databases on each server, accompanied
by their respective timestamps, ensuring a detailed and accurate reading history. The
Fog server, physically closer to the Raspberry Pi, receives the data first, enabling faster
processing and reducing latency associated with transmission. Meanwhile, the Cloud
server—located remotely—also receives the measurements but with inherently longer
transmission times due to geographical distance and network characteristics.

5 Results:

Fog Computing latency was significantly lower than Cloud latency. We tested two
models (RTT and ONEWAY). Fog processing occurs closer to the devices, which
significantly reduces transmission and storage latency. Results show the average time
between a packet's departure from a sensor and its return plus subsequent database
registration in the Fog environment ranged between 57 ms and 140 ms using RTT
measurement. In contrast, the Cloud environment showed an average latency between
300 ms and 400 ms - considerably higher than Fog Computing using the same
methodology. In OneWay packet transmission tests, the average time between
departure and database registration for Fog processing ranged between 3-4 ms, while

Cloud processing ranged between 220-225 ms.

Result Panel:

To present the collected sample data and carry out the necessary comparisons, we in-
stalled Grafana, which has a graphical interface with time stamps and temporal graphs.
Grafana uses a graphical interface on a WEB server and connects to databases from
both the cloud server and the fog server.

5 and 30 Minutes Menasurement.
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6 Related Work:

In [3] The author presents cloud computing as an extension of cloud computing, high-
lighting its distinctive characteristics such as low latency, on the other hand [4] demon-
strates the importance of taking the process to the limit in critical services. In [5] the
author makes a comparison between clouds and clouds and use a tool to measure la-
tency. In almost all studies, the topic of latency is of utmost importance. Its importance
is clear in environments with a shortage of Internet links or, on the other hand, in envi-
ronments that require a quick or immediate response. Reducing latency is crucial to
success. By bringing processing to the edge of the network, processing it and then send-
ing it to the cloud, we significantly help reduce network usage.

7 Conclusion:

In this article, we seek to present the results of results of experimental tests demonstrat-
ing that the use of Fog Computing significantly reduces latency in comparison with an
approach based exclusively on Cloud Computing, thereby validating our initial hypoth-
esis. This difference is calculated using key metrics, such as round-trip time (RTT) and
response time with methodology (ONEWAY), which confirms that local processing in
the cloud cover minimizes delays in transmission and data storage.
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